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Purpose of this Document

The purpose of this document is to provide necessary information required to properly document, deploy, and host an application in EDC Managed Services. Text that appears in “Black or Green Italics” is informational or instructional text. Text that appears in “Red Italics” is sample data. Agency text should be “Black Non-Italics, Non-Bold” to distinguish from instructional and/or sample data.
1 Introduction
Ensure Security Assessment is completed for the application. Please visit the Commonwealth Application Certification and Accreditation URL at www.sqca.state.pa.us (formerly ECSA) to complete the assessment and obtain approvals. 

At least 2 weeks is required to complete the Security Assessment process. This process should be completed well in advance of EDC deployment planning.

1.1 Objectives
This document describes the deployment requirements and maintenance procedures for Application X in to the Enterprise Data Center Managed Services. 

1.2 Scope
This document is focused on Application X specific details. Enterprise Data Center supported products installation, maintenance, and upgrades are not part of this documentation.

1.3 Audience
Enterprise Data Center authorized personnel who will be doing installation and maintenance of Application X.

1.4 References/Attachments
Provide a list of References and attachments that are not covered in this document.

Example:
· Schematic Diagram of database

· Link to ProductX.com 

1.5 Naming Conventions

Provide a list of Application Acronyms and/or File Naming convention used in the application. 

Example:
· ABC – Appalachian Brewing Company

2 Application X
2.1 Application Narrative/Overview

Provide a one-paragraph write-up about the application.

2.2 Application Design/Architecture/Workflow

In text form, describe the high-level details of the Application Architecture. Not required for Oracle WebCenter Interaction Site Documentation.

Example:

Application X consists of the following basic functions –

1. Authentication mechanism for web users through Universal Login.

2. There are online forms to file applications to be used by public user.

3. There is a set of intranet pages to be used by Agency to administer the web site.

4. A user first gets authorized by the Agency to use the application. Then they fill in the online application. Finally, the user submits the application to the Agency. The users can also amend a previously submitted application and submit to agency.

5. The application has intranet presence only  
2.3 Schematic Diagram of the Application

Include a schematic diagram of the application and its major components, regardless of the location. Enclose separately if necessary. Not required for content-only Oracle WebCenter Interaction Site Documentation.

Example:
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2.4 Application Profile

2.4.1 List Components Outside Server Farm

List the components of the application outside Enterprise Data Center Managed Services. Not required for content-only Oracle WebCenter Interaction Site Documentation.
2.4.1.1 Components Outside Server Farm
Example:

	Server Name
	IP
	Purpose

	Server1
	1.2.3.5
	Global Catalog

	
	
	


2.4.1.2 Contacts for these “External” Components

List the contacts for these components outside the Enterprise Data Center.

Example:

	Name
	Title
	Role / Responsibility
	Phone
	Email
	Pager/Cell

	John Doe
	Tech Specialist
	SQL Support
	(717) 777-7777
	jdoe@state.pa.us
	87777777@skytel.com

	
	
	
	
	
	


2.4.2 DNS Requirements

Provide the DNS/URLs you will be requiring for the application.

Example:

· www.applicationX.state.pa.us – Production

· www.applicationX.beta.state.pa.us – Staging

2.4.3 SSL Requirements

If you need encryption in the form of Secure Socket Layer Certificate, specify the URLs for which you will require the SSL certificate. 

Example:

· Need SSL for site as www.ApplicationX.state.pa.us – Production

· Need SSL for site as www.ApplicationX.beta.state.pa.us – Staging

2.4.4 Firewall Ports Requirements

Specify the firewall ports that need to be opened between the various components or servers. Not required for content-only Oracle WebCenter Interaction Site Documentation
Example:
	Source
	Destination
	Protocol/Port
	Direction
	Purpose

	EDC Web Servers
	EDC DB Server
	TCP 1433
	Unidirectional
	SQL

	EDC Web Servers
	Agency DB Server
	TCP 1433
	Unidirectional
	SQL


Legend: Agency DB Server – 1.2.3.4
2.4.5 Performance Requirements

List the Average and Maximum existing/expected performance details as follows:
Refer Appendix D for content-only Oracle WebCenter Interaction Site Documentation.
Example:

User utilizations:

· Expect around 1000 users using the system with at least 100 concurrent users.

Bandwidth:

· Estimated/Expected bandwidth – 100kbps
Database:

· Expect 1000 transactions per day with an average of  50 KB per transaction

2.4.6 Critical Production Times

List the critical production times for the application (daily, weekly, monthly, quarterly, and yearly).
Example:

The peak periods of the application are Mon-Fri 8 AM to 5 PM. The critical period for this application is between Jan and April of every year.

2.4.7 Available Windows for Maintenance

List the available timeframes for Maintenance on the servers hosting this application. NOTE: EDC standard maintenance window is Sun 11:00 PM to 6:00 AM and Mon 11:00 PM to 6:00 AM.
Example:

Maintenance can be performed on Application X Mon – Fri 5PM – 8AM and anytime during weekends. (All maintenance that needs to be performed between Jan – April should be coordinated with agency contacts).

2.4.8 Hardware

Document hardware requirements for the various components of your application. Hardware requirements must be defined for each component listed in the flow and schematic diagram in 2.2 and 2.3. Reference EDC Server Standards for more details. Not required for content-only Oracle WebCenter Interaction Site Documentation for applications that leverage existing shared infrastructure.
Example:

For web servers, EDC standard virtual specification is acceptable.

For app servers, require virtual servers with 4 GB RAM and 2 virtual Processors with 40 GB hard disk space on the Data Drive.

For SQL server, require physical servers with 4 GB RAM and 4 Processors with 100 GB hard disk space on the Data drive
2.5 Contacts

List the Application contacts as specified below. The same contact may be listed in multiple sections.

NOTE: EDC Problem escalation procedures and maintenance notifications are to contact the Agency and Technical Contacts listed below.
2.5.1 Agency Contacts

List the agency contacts for the application. The responsibilities of these Agency Contacts (non-vendor) for the application include authorizing regular deployment builds. Refer to Deploying in Managed Services.
Example: 

	Name
	Title
	Role / Responsibility*
	Phone
	Email
	Pager/Cell

	John Doe
	Tech Specialist
	SQL Support
	(717) 777-7777
	jdoe@state.pa.us
	87777777@skytel.com

	
	
	
	
	
	


* (from an application perspective)

2.5.2 Technical Contacts

List the technical contacts for the application.  The responsibilities of these technical contacts for the application include providing technical support. This is the only section which may include vendors.

Example: 

	Name
	Title
	Role / Responsibility*
	Phone
	Email
	Pager/Cell

	John Doe
	Tech Specialist
	SQL Support
	(717) 777-7777
	jdoe@state.pa.us
	87777777@skytel.com

	
	
	
	
	
	


* (from an application perspective)

2.5.3 Minor Exception Contact
The responsibilities of these Minor Exception contacts (non-vendor) for the application include authorizing exception to regular deployment builds for minor changes. Refer to Deploying in Managed Services / Minor Exceptions section.
Example:
	Name
	Title
	Role / Responsibility*
	Phone
	Email
	Pager/Cell

	John Doe
	Tech Specialist
	SQL Support
	(717) 777-7777
	jdoe@state.pa.us
	87777777@skytel.com

	
	
	
	
	
	


2.5.4 Critical Exception Contact

The responsibilities of these Critical Exception contacts (non-vendor) for the application include authorizing exception to regular deployment builds for critical changes. Refer to Deploying in Managed Services / Critical Exceptions section. 
Example:
	Name
	Title
	Role / Responsibility*
	Phone
	Email
	Pager/Cell

	John Doe
	Tech Specialist
	SQL Support
	(717) 777-7777
	jdoe@state.pa.us
	87777777@skytel.com

	
	
	
	
	
	


3 Operations Guide
3.1 Application Components

List the components (Web / Database /COM / DCOM / COM+ / Commerce Server / BizTalk Server /Site Server / Media Services, etc.) used in the application and its purpose. Not required for content-only Oracle WebCenter Interaction Site Documentation.
Example: 
Detailed components must be defined for each server to be hosted in EDC that are listed in the flow and schematic diagram listed at 2.2 and 2.3. Separate  by the server, and define the detailed software versions required for all components.

	Server/Group of Servers
	Components/Versions

	Web Servers
	· Windows Server 2003

· .NET Framework 1.1

· IIS 6.0
· ASP.NET

· ASP

	Application Servers
	· Windows Server 2003

· .NET Framework 1.1
· COM+

	Database Servers
	· Windows Server 2003

· .NET Framework 1.1

· MS SQL Server 2000 SP 4

	
	· 

	
	· 


3.2 Server Shutdown/Start-up Procedures

In case of Shutdown/Start-up of servers for maintenance purposes, please specify the required procedures, including the order in which the components/servers need to go down or up. Not required for content-only Oracle WebCenter InteractionSite Documentation.
Example:

· Shutdown the Web server; and then the Component server; and then the SQL Server.

· Start the SQL server, and then the Component server and then the web server.

· After starting the Component server, ensure that Service X is started & running.

3.3 Backup/Restore Requirements
Servers in Managed Services will be fully backed up Monday through Friday and incrementally on weekends. Refer to EDC Backup and Recovery Overview.  Contact the EDC team for any special backup/restore requests.

3.4 Automated Scheduled Processes
List all scheduled jobs that need to run on the servers, along with the purpose and schedule.

Example:

DTS Package to import applications to be run on SQL Server every day between 10 and 11 PM.

· File name – upload.exe

· Location – e:\folderX\

· Schedule to run at 10 PM daily by Windows Scheduler

· Dependency – VB 6.0 SP5 runtime components, SQL 2000 Client, Oracle 8i Client, COM+ installation on the Job Server.
3.5 Monitoring Requirements
List all monitoring requirements for the server(s)/application like URLs or services to monitor. 
Example:

Following items should be monitored 

· URL – http://www.applicationX.state.pa.us/testfolder/test.asp
· Scheduled job X (referenced in section 3.4) is running or not

· Monitor Application Event Log on web server (EventID – 500, Description – Error in AppX).

3.6 Error Codes & Messages

List all known Error Messages / Codes in the following format (ordered by Error Code). Not required for content-only Oracle WebCenter Interaction Site Documentation.

	Error Code
	Error Number
	Error Message
	Description
	Resolution
	Escalation

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


3.7 Application FAQs (Optional)

List any other miscellaneous Question/Answers for the application that may assist EDC. Not required for content-only Oracle WebCenter Interaction Site Documentation.

3.8 Logging

Specify the details of Application logging methodologies. Not required for content-only Oracle WebCenter Interaction Site Documentation.

Example:

· Authentication will be logged by Universal Login (ULogin) service.

· DTS package errors, if any, will be logged on the job server in the Application Event Log during the overnight scheduled process (EventID – XXX)

· If any error occurs in Web application components, it is logged in the SQL server in a separate table TableX. 

4 System Administration Guide

Not required for content-only Oracle WebCenter Interaction Site Documentation.

4.1 Configuration Parameters
List the Configuration parameters of the Application for each component listed in section 3.1. Include all pertinent configuration information like Registry keys, files, etc., in the following format:

Example:

· Parameter name

· Database connection (Server & Password)

· Server=Sqlserver1

· Database=sqldb1

· UserID=User1

· Password=password1
· Purpose

· Database Connectivity
· Invoking Methodology

· Script file

· Global.asa
4.1.1 Session State
Specify the Session State configuration requirement for the web servers.

If the application does not use ASP or ASP.NET select “Not Required”.  ASP application can NOT be set to “Required to be set to SQL”. Check ONLY one box. To select or deselect an option, double click the square and set the default value property to “Checked” or “Unchecked. 

Session State is: 

·  FORMCHECKBOX 


 FORMCHECKBOX 
 Required to be set to InProc

·  FORMCHECKBOX 
 Required to be set to SQLServer

·  FORMCHECKBOX 
 Not Required
4.1.2 View State

Specify the View State configuration requirement for the web servers.

If the application is not an ASP.NET application select “Not Required”.

Check ONLY one box. To select or deselect an option, double click the square and set the default value property to “Checked” or “Unchecked. 

View State is:

·  FORMCHECKBOX 
 Required

·  FORMCHECKBOX 
 Not Required

4.2 Database Administration

Specify the database-server administration details below. This section is only required for Production environment.
4.2.1 Database Details

4.2.1.1 Databases

List the databases, their purpose, the required storage, projected annual growth, recovery type (see definition below). 

Example:

	Database Name
	Purpose
	Initial/1st Year
	Annual Growth
	Recovery Type*

	XXAppName
	Customer information
	100MB
	10MB
	Limited

	XXAppName2
	Audit Log database
	10GB
	1GB
	Standard


* Description of Recovery Types: Information Only – DO NOT CHANGE
	TYPE
	Recovery Model
	Backup Type
	Recoverability

	Limited
	Simple 
	Full
	Database is recoverable to the previous nights full backup

	Standard
	Full
	Full + T-Log @ 9am, 1pm and 5pm
	Database is recoverable to the most recent Full or T-Log backup


4.2.1.2 Roles 

List the user-defined database roles and their permissions for each database. Do not list fixed database-level roles such as db_datareader. EDC creates user-defined database roles (AppDev, AppExe, DBMail) for all databases.

Example:

	Database Name
	Role
	Rights

	All
	AppDev
	Show plan, View definition

	All
	AppExe
	Execute (on all procedures in the database)

	All
	DBMail
	Execute sp_send_dbmail

	XXAppName
	Role1
	EXEC on:

· sp_OAproc1

· sp_OAproc2

· sp_OAproc3


4.2.1.3 User Accounts 

List the user accounts used in the application and the roles to be assigned for these accounts in the Database server.

Example:

	Database Name
	UserName
	Role

	XXAppName
	XXApplicationName
	datareader, datawriter, AppExe

	XXAppName
	XXApplicationNameAdmin
	Datareader, datawriter, AppDev

	XXAppName2
	CWOPA\Group1
	Role1


4.2.1.4 Administrative Tasks 

Specify any administrative tasks that need to be performed on the database server including scheduled jobs, tuning, replication, etc. 

Example:

Execute SSIS package “Package1”
Mail Requirements – modify parameter “mail” in SSIS package to OA-DistributionList@state.pa.us
	Job Name
	Schedule
	Prod
	Staging

	XXAppName - Purge Old TransactionLogs
	Daily @ 3:00am
	Enabled
	Disabled

	XXAppName - CHECK LK_Server
	Daily every 15 minutes
	Enabled
	Disabled

	XXAppName2 - Purge Old Audit Records
	Daily every 6 hours beginning @ 12:35am
	Enabled
	Disabled


	Linked Server
	Provider
	DataSource
	Catalog
	RemoteUser
	Reference

	LK_Server1
	MSDASQL x64
	XXX_DSN (xxx.xxx.xxx.xxx)
	
	JNET3
	jdce

	LK_Server2
	SQLNCLI10
	xxx.xxx.xxx.xxx, port
	JI
	jnetinq
	jdce


4.2.2 SQL Server Analysis Services

Provide the details of SQL Service Analysis Services requirements if applicable. 

Example:

	DataSource
	Database Name
	Purpose
	User Name

	XXApplicationName
	XXApplicationName
	Reporting Database
	UserName

	
	
	
	


4.2.3 SQL Server Integration Services

List and provide a brief description of each SQL Server Integration Services (SSIS) package if applicable.

Example: 

	Package Name
	Description

	Package1
	Backup database and secure ftp file to agency.  Email results to agency.

	
	


4.2.4 SQL Server Reporting Services

Specify the associated URL, Report Server database name, Report Server Account Name if applicable.

Example: 

	URL
	Database Name
	SQL Account Name

	www.app.state.pa.us
	XXApplicationName
	UserName


4.2.5 Oracle Initialiatization Parameters

Define the values of Initialization parameters for Oracle databases. 

Required only for Oracle Databases

	Database Name
	Block Size (KB)
	Connections

(Processes)
	SGA

(SGA_MAX_SIZE)
	PGA

(PGA_AGGREGATE_TARGET)
	Archive Log

(On/Off)

	Database1
	10
	50
	10
	20
	On

	Database2
	100
	500
	100
	200
	Off


4.3 Storage Requirements

Specify the required Storage allocation for the servers, if SAN is leveraged. 

Example: 

	Server/Cluster Name
	Drive
	Purpose
	Useable Storage
	RAID type

	Development DatabaseServer1
	1
	Data
	100 GB
	5

	Development DatabaseServer1
	2
	Log
	12 GB
	5

	Development DatabaseServer1
	3
	Temp DB
	10 GB
	5

	Staging DatabaseServer1
	1
	Data
	500 GB
	5

	Staging DatabaseServer1
	2
	Log
	120 GB
	5

	Staging DatabaseServer1
	3
	Temp DB
	10 GB
	5

	Staging Web Servers
	1
	Data
	100 GB
	5

	Production DatabaseServer1
	1
	Data
	500 GB
	10

	Production DatabaseServer1
	2
	Log
	120 GB
	10

	Production DatabaseServer1
	3
	Temp DB
	10 GB
	10

	Production Web Servers
	1
	Data
	100 GB
	10

	
	
	
	
	


5 Appendix A: Document References
List articles required/related to deployment or operation; article title, source, date article we written, page (if available), web link, and date of access. List any additional documentations attached like End User Documentation/Manual/Guide, Technical Documentation. 
Example:

Microsoft .NET Framework didn’t include 3 files during installation. Based on article Microsoft TechNet Qxxxxxxx three files must be manually installed for successful implementation.  
End User Guide.PDF – End User manual

Design Document. PDF  - Design/Architecture document that explains in detail the application solution and requirements (aka Program specifications).
6 Appendix B: Deployment Procedures and Dates
Provide Deployment Procedures (Attach separately)

To be submitted at least 1 week prior to Staging.

Deployment packages for components deployed and managed by EDC (example SQL Scripts) should be submitted using the standards and example defined within the Application Release and Delivery Standards document published on the EDC web site. Refer to EDC Application Release & Delivery Standards.
Deployment Dates:
Specify expected or agreed to dates for deployment in staging and production and go live date.

Example:

· Staging Deployment Week:
08/01/2005

· Production Deployment Week:
08/08/2005

· Go Live:


08/15/2005
7 Appendix C: Security Assessment and Approval
Enclose the Security Assessment document and Approval Notification. (Attach Separately)
To be submitted along with the EDC Documentation (At least 2 weeks prior to Staging). 
8 Appendix D: Portal Capacity Requirements
Provide the following capacity requirements for content based Oracle WebCenter Interaction Sites.
Required for content-only Oracle WebCenter Interaction Site Documentation.
	Metric
	Agency Response 
	Instructions

	Peak Usage
(page views per second)
	10 
	Usage of the site during peak times, measured in page views per second. This information can be accessed from Live Stats for an existing site. Note: If Live Stats information is not available, submit a Remedy Ticket to the Enterprise Portal team to request assistance.

	Document Storage for
Collaboration Projects (GB)
	1
	Total storage requirements in Gigabytes (GB) of data that you will require.

	# of Knowledge
Directory Documents
	10 
	Number of documents that will be crawled in the Enterprise Portal’s Knowledge Directory.
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