Cisco VPN Client configuration / trouble shooting
To troubleshoot

Click Start button > Programs > Cisco Systems VPN Client” > VPN Client.  
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Select either CoPa Dial-up or ISP-Broadband. (Whatever one you are troubleshooting)

Click on the Modify Icon - see “Authentication” tab properties.
· Fields are the same for CoPa Dial-Up and ISP-Broadband.
Must be the Users (Cisco) cert in the Name: field.
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Click Transport Tab – these are the defaults, work 92 % of the time.
If problems / errors - try changing the Transport to “IPSec over UDP (NAT / PAT)”
If on a Business partner network, Hotel Broadband
1. Having connection problems - take the Check Mark out “Allow Local LAN Access”.
2. You can adjust “Peer response timeout” longer….120 seconds
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Click on Backup Servers – should look as below 
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Click on Dial-up tab – only used for the CoPA Dial-Up Connection Entry 
· The Phonebook Entry: is the “Dial-in Connection” they are using. 
· Verify the Dial-in Properties – no DNS / WINS need to be selected.
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Agency determines the following box not the end-user:

· Select the Options command line:
· Select the “Windows Logon Properties”
To automatically starts the VPN client after Ctrl-Alt-Delete.
· Select all 3 boxes….
· If SafeBoot is Installed on the PC  -YOU Must check all Option 2 “Allow launching of application before logon”
Other then that, they would go to their Desktop first then Click on VPN Client Icon
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Check your Certificate:

Click on “Certificates” Tab to view Certificates….we are using the Cisco Store.
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Right Click on the Certificate, select View / Delete – must be Key Size – 2048
· You also have the option to Change Certificate Password here!!!!
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