Certificate only Request for USER ARA Procedure
Issues:

· Windows 7 Home Edition or Windows 7 (64-bit) Versions are not supported.
· The PC, Laptop MUST display the correct time. (Daylight saving time patch applied)

· Windows XP Home Edition will not work with “Request a certificate” option.
· Internet Explorer 6, 7, or 8 ONLY!!! (No Netscape, etc, Web site might not be viewable)
· User not being prompted for Username / password when connecting to www.copapki.state.pa.us: You must update your Internet Option > Security settings. Call your Help Desk.

1) Microsoft Internet Explorer, Unable to install certificate: Error 0x80090016

a) Certificate is corrupt; if a Non Commonwealth owned PC / Laptop, call your software support to correct Internet Explorer. 

b) If a Commonwealth PC / Laptop, contact Agency affiliated with.  

This is a yearly renewal process to Request a certificate download.
NEW Internet Explorer 8 Information

Internet Explorer 8 Versions must do some added steps.  Please refer to IE 8 cert request - USER.doc before continuing.

Step 1. Open Internet Explorer, Connect to http://www.copapki.state.pa.us
This will allow you to Request a Certificate that will ensure RAS security. 

· Click on “Click here”
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Enterprise Cert

Use this site to request a certificate for your Web browser, email client, or other program

ENTERPRISE CERTIFICATE SERVICES REGISTRATION SITE DISCLAIMER
This is a Commonwealth of Pennsylvania computer system and is the praperty of the same. It is for authorized use only. Users
(authorized or unauthorized) have no explicit or implicit expectation of privacy.

Any or all uses of this system and all files on this system may be intercepted, monitored, recorded, copied, audited, inspected, and
disclosed to authorized state and law enforcement personnel, as well as authorized officials of other agencies. By using this

system, the user consents to such interception, monitoring, recording, copying, auditing, inspection, and disclosure at the
discretion of authorized persannel.

Unauthorized or improper use of this system may result in administrative disciplinary action and civil and criminal penalties. By
continuing to use this system you indicate your awareness of and consent to these terms and conditions of use. Do not continue to
use this system if you do not agree to the conditions stated in this warning.

Click here to go to the Enterprise Certificate Services Registration site logon page.

Questions? Access the user manual or contact us at (717) 772-8606.

IMPORTANT SECURITY REMINDER

To complete the log off process, close all brawser windows and exit the browser application.
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Click Yes
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Step 2. 
· Login with the user’s RAS Username and Password.  The RAS Username must be prefixed by user\
· W2000 User will have the Domain line displays and can enter user there. 
· Click OK
.
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Step 3. Click on “Request a certificate.” link.  
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Enterprise Certificate Services Registration Site

Commonwealth of Pennsylvania Certificate Authority

A certificate can verify your identity, sign and encrypt messages, and perform other security tasks

Use the Enterprise Certificate Services Registration site to request a certificate for: Citrix Remote Access (Web browser, email
client), VPN Remote Access, or other programs

Select a task:

Request a certificate
Save and install the Cisco VPN Client (Installation will restart your computer.

Install CoPA Root CA cerificate
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Step 4. Click on the “Create and submit a request to this CA.” link
[image: image5.png]Bl Edt Vew Favortes ook Hep | &

Qe - ) - (%] 1] | Pseatn Sferavnis @] 20- 2 B - JE B

ddress [2] htps: . copapi.state.pa.usicertsrvjcertraad.asp | oo [us >
=

Home

Enterprise Certificate Services Registration Site

Advanced Certificate Request

The policy of the Ca determines the types of certificates you can request. Click one of the fallawing options to;

Create and submit a request to this CA.

Submit a certificate request by using a base-64-encoded CMC or PKCS #10 file, or submit a
renewal request by using a base-64-encoded PKCS #7 file.

I |
P

[0 T T |8 3 ocalintranet





The screen below is displayed: NO Changes need to be made.
Wait until the CSP box under Key Options is populated with Microsoft Strong Cryptographic Provider. 

Click the “Submit >” button
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Advanced Certificate Request

Certificate Template:

CaPA Authenticated Session-Auto =

Key Options:

@ Create new key set " Use existing key set

c5P: [Microsof Strong Cryptographic Provider <!
Key Usage: @ Signature

Key Size: [T318 | M 259 (commontey tze 2048 20 212 10553

@ Automatic key container name ' User specified key container name
2 Mark keys as exportable

I Export keys to file

¥ Enable strong private key protection

Add

nal Options:

Request Format: @ CMC € PKCS10

Hash Algorithm: [SHAT 7|

Only used to sign request.
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The box below displays…..Select Yes
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Click the “Set Security Level…” Button
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Select “High” to make this certificate password protected.
Click the “Next >” button.
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In the box that displays:  


1.  Password for: box:



a. For Windows XP machines this box will appear as shown below.  



b. For Windows 2000 machines this box will be empty.  Enter the user’s RAS username.  


2.  Password box:

You will need to create a password to protect this Certificate. It is imperative that the user remember this password. It will have to be entered every time a RAS connection is used to activate the VPN connection into the Commonwealth.  
· This Password is unique ONLY to this User, not associated with any other system. 

Click “Finish” Button
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You get the Box below…Click the “OK” button
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Select the “Install this certificate”.  (Be sure to wait until the certificate icon appears.) 

Note: Do not check the box for Save response.
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Certificate Issued

The certificate you requested was issued to you
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Click Yes.  The next screen may take a few minutes to appear.  
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When the certificate is downloaded and installed you will see the following message.  Click X to close
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NOW – follow the Export and Import Certificate doc….
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