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Definition

A Serge Krasavin Ph.D. MBAv , What is Cyber  -terrorism?

There is a lot of misinterpretation in the definition cyber -terrorism, the word
consisting of familiar "cyber" and less familiar "terrorism". While "cyber" is

anything related to our tool of trade, terrorism by nature is difficult to define.

Even the U.S. government cannot agree on one single definition. The old maxim,
"One man's terrorist is another man's freedom fighter" is still alive and well.

The ambiguity in the definition brings indistinctness in action, as D. Denning
pointed in her work  Activism, Hactivism and Cyberterrorism , "an e -mail bomb
may be considered hacktivism bysomeandcyber -t errori sm by ot hers

Barry Collin, a senior research fellow at the Institute for Security and Intelligence

in California, who in 1997 was attributed for creation of the term

"Cyberterrorism ", defined cyber -terrorism as the convergence of cybernetics and
terrorism.

The same year Mark  Pollitt , special agent for the FBI, offers a working definition:
"Cyberterrorism is the premeditated, politically motivated attack against
information, computer systems, computer programs, and data which result in
violence against noncombatant targets by sub national groups or clandestine
agents."
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Definition

A Serge Krasavin Ph.D. MBAv , What is Cyber  -terrorism?

Since that time the word cyber -terrorism has entered into the lexicon of IT
security specialists and terrorist experts and the word list of mass media
"professionals”. One of the experts, a police chief, offers his version of definition:

"Cyber -terrorism 1 attacking sabotage -prone targets by computer I poses
potentially disastrous consequences for our incredibly computer -dependent
society."

The media often use cyber  -terrorism term quite deliberately: "Canadian boy

admits cyberterrorism  of his family: "Emeryville, Ontario (Reuter) - A 15 -year -

old Canadian boy has admitted he was responsible for months of notorious high -
tech pranks that terrorized his own family, police said Monday"

A renowned expert Dorothy Denning defined cyber -terrorism as "unlawful

attacks and threats of attack against computers, networks, and the information

stored therein when done to intimidate or coerce a government or its people in

furtherance of political or social objectives".

Under the above -mentioned definitions of cyber -terrorism one can only point to

the fact that any telecommunications infrastructure attack, including site

defacing and other computer pranks, constitute terrorism. It means that cyber -
terrorism has already occurred and we "live " in the epoch of cyber terror.
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Definition

A Serge Krasavin Ph.D. MBAv , What is Cyber  -terrorism?

However, another expert, James Christy the law enforcement and
counterintelligence coordinator for the DIAP (Defense -wide Information
Assurance Program), which is steered by the office of the assistant secretary of
defense for command, control, communications and intelligence , States that
cyber -terrorism has never been waged against the United States.

"Rather, recent hacking events I including a 1998 web page set up by a
supporter of the Mexican Zapatistas rebel group, which led to attacks on

the U.S. military from 1,500 locations in 50 different countries I
constitute computer crime . William Church, a former U.S. Army Intelligence
officer, who founded the Center for Infrastructural Warfare Studies (CIWARS)
agrees that the United States has not seen a cyber terrorist threat from

terrorists using information warfare techniques. "None of the groups that
are conventionally defined as terrorist groups have used information weapons
against the infrastructure” Richard Clarke, national coordinator for security,
infrastructure protection and counterterrorism at the National Security Council
offered to stop using"  cyberterrorism " and use "information warfare " instead.

The above -mentioned observations drive a clear line between cyber -terrorism
and cyber crime and allow us to define cyber -terrorism as:  Use of information
technology and means by terrorist groups and agents

pennsylvania

OFFICE OF ADMINISTRATION



Definition

A Serge Krasavin Ph.D. MBAv , What is Cyber -

terrorism?

Examples of cyber terrorist activity may include use of

information technology to organize and carry out attacks,

support groups activities and perception -management

campaigns. Experts agree that many terrorist groups such as

Osama bin Ladenb6és organization and
Hamas have adopted new information technology as a means

to conduct operations without being detected by counter

terrorist officials.

Thus, use of information technology and means by terrorist

groups and agents constitute cyber -terrorism. Other activities,
so richly glamorized by the media, should be defined as cyber
crime.
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Cyber Security Bill - 2009

A 111th CONGRESS, 1st Session, S. 773
April 1, 2009
SEC. 2. FINDINGS.

(4) The Director of National Intelligence testified

before the Congress on Februa
growing array of state and non -state adversaries are
Increasingly targeting  -for exploitation and potentially
disruption or destruction  -our information

infrastructure, including the Internet,

telecommunications networks, computer systems,

and embedded processors and controllers in critical

|l ndustriesdé6 and these trends
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Examples T Nothing New

A India and Pakistan have engaged in a long -term dispute over Kashmir. The dispute moved into
cyberspace when pro -Pakistan hackers began repeatedly attacking computers in India. The number
of attacks has grown yearly: 45 in 1999, 133 in 2000, 275 by the end of August 2001 ( Vatis ,

2002). At least one of these groups, the Pakistan Hackers Club, has also attacked American assets,
namely, web sites maintained by the US Department of Energy and the US Air Force.

A The Israel -Palestine conflict saw its first cyber attacks in October 2000 when some lIsraeli
teenagers launched DOS attacks against computers maintained by the Palestinian terrorist
organizations Hezbollah and Hamas (Kraft, 2000). Anti -Israel hackers responded almost

immediately and crashed several Israeli web sites by flooding them with bogus traffic. Among the
Israeli sites attacked by the Palestinians were sites belonging to the Knesset (parliament), Israeli
DefenseForces , the Foreign Ministry, and the Bank of Israel.

A When planes from the North Atlantic Treaty Organization (NATO) bombed targets in Kosovo, the
NATO computers suffered sustained attacks ( Nuttall , 1999 ). Approximately 100 web servers run by
NATO were subjected to ping saturation. At the same time numerous American military and
commercial web sites were defaced by Russian, Chinese, and Serbian hackers. These attacks did
not affect the command and contr ol systems for the NAT
to use the Internet to launch a propaganda campaign to gain support for ending the regime of
Milosovic . One of the NATO web sites attacked carried messages from NATO detailing the atrocities
of Milosovic and justifying the bombing.

http://jite.org/documents/Vol3/v3p279 -289 -150.pdf - Cyber Terrorism: A Study of the Extent of Coverage in Computer Security
Textbooks  Janet J. Prichard and Laurie E. MacDonald Bryant University, Smithfield, RI, USA
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Examples 1 Estonian Cyberwar

A Cyberattacks on Estonia (also known as the Estonian Cyberwar )
refers to a series of cyber attacks that began April 27, 2007 and
swamped websites of Estonian organizations, including Estonian
parliament, banks, ministries, newspapers and broadcasters, amid
the country's row with Russia about the relocation of the Bronze
Soldier of Tallinn, an elaborate Soviet -era grave marker, as well
as war graves in Tallinn.

A Most of the attacks that had any influence on the general public
were distributed denial of service type attacks ranging from single
individuals using various low  -tech methods like ping floods to
expensive rentals of  botnets usually used for spam distribution.

A Spamming of bigger news portals commentaries and defacements
including that of the Estonian Reform Party website also occurred

http://en.wikipedia.org/wiki/2007_cyberattacks_on_Estonia
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Examples T Titan Rain

A Titan Rain was the U.S. government's designation given to a series of
coordinated attacks on American computer systems since 2003. The
attacks were labeled as Chinese in origin, although their precise nature
(i.e., state -sponsored espionage, corporate espionage, or random hacker
attacks) and their real identities (i.e., masked by proxy, zombie computer,
spyware/virus infected) remain unknown. The designation 'Titan Rain' has
been changed, but the new name for the attacks is itself classified if
connected with this set of attacks.

A In early December 2005 the director of the SANS Institute, a security
institute in the U.S., said that the attacks were "most likely the result of
Chinese military hackers attempting to gather information on U.S.
systems."[1]

A Titan Rain hackers gained access to many U.S. computer networks,
including those at Lockheed Martin, Sandia National Laboratories,
Redstone Arsenal, and NASA.

http://fen.wikipedia.org/wiki/Titan_Rain pe n n Sy lva ni a
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Examples - Russia vs. Georgia

A August 11th, 2008

Coordinated Russia vs Georgia cyber attack in progress
Posted by Dancho Danchev @ 4:23 pm

In the wake of the Russian - Georgian conflict , a week worth of
speculations around Russian Internet forums have finally
materialized into a coordinated cyt
Internet infrastructure.

The attacks have already managed to compromise several

government web sites, with continuing DDoS attacks against
numerous other Georgian government sites, prompting the

government to switch to hosting locations to the U.S, with

Georgi aos Mini st ry uadértaking a desperate Af f a i
step in order to disseminate real -time information by moving

to a Blogspot account.
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http://news.google.com/?ncl=1232513112&hl=en&topic=h
http://news.google.com/?ncl=1232513112&hl=en&topic=h
http://georgiamfa.blogspot.com/

Russia vs. Georgia (revisited)

A A new report from the U.S. Cyber Consequences Unit, of which a summary
was released Aug. 17, focuses on the cyber -attacks that accompanied
Russia's military assault

A The report stated that, as many people have suspected, the organizers of
the cyber -attacks were aware of Russia's military plans. However, the
attackers themselves are believed to have been civilians. Their targets
included media, government and financial sites, according to the report.

A For all the confusion the attacks caused, there is actually a silver lining "In
traditional warfare these attack techniques would have been 1) aerial
bombardments, which would have inflicted physical damage to the target
or 2) electronic jamming, which would have disrupted the communication
of these targets," he said. "The [disruptive] cyber  -techniques used in 2008
spared the Georgian targets from long -term physical damage."

By: Brian Prince 2009 -08-18 http://www.eweek.com/c/a/Security/Cyber - Attacks -on-Georgia - Show - Need -for -
International - Cooperation -Report - States -294120/?kc=rss
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Cyberwarfare and the enterprise: Is the threat real?

A

Sherri Davidoff 08.20.2009

In early July, there was a great deal of press about a "massive

cyberattack " supposedly originating from North Korea , targeting high -
profile South Korean and U.S. websites. The attacks were reportedly

launched by " tens of thousands " of infected computers "  around the globe
which were used to launch a distributed denial -of-service ( DDoS) attack.
Oh, and the infected systems were supposed to self -destruct (presumably
taking the world with them).

Most security geeks just scratched their heads and wondered how an

average -size, rather unsophisticated botnet attack with relatively low
impact managed to make it above the fold on the front page of the Wall

Street Journal. A few public  -facing government websites were slow or
inaccessible for a few days, but there were no reports of financial damage
or any serious service interruptions.

The botnet that made headlines last month was tame, but in general, the
potential for damage due to cyberwarfare (or cyberaccidents ) is huge --
not because of sophisticated enemies, but because our infrastructure is

weak and not well maintained.
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http://searchsecurity.techtarget.com/news/article/0,289142,sid14_gci1361420,00.html
http://searchsecurity.techtarget.com/news/article/0,289142,sid14_gci1361420,00.html
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http://www.msnbc.msn.com/id/31837148/ns/technology_and_science-security/
http://www.thestreet.com/story/10540619/cyber-attack-raises-stakes-for-tech.html
http://www.foxnews.com/story/0,2933,530645,00.html

Cyber Terrorism 1T Cyber Crime

HEARTLAND

A The news that federal authorities have indicted the man they
claim is responsible for the TJX attack for also allegedly hacking
into the networks of Heartland Payment Systems, 7 -Eleven and
the Hannaford Brothers grocery chain shows that law enforcement
IS Indeed stepping up its work on cybercrime. But it also provides
what is probably the clearest evidence to date that the people
executing these attacks are highly competent, organized and
motivated.

Dennis Fisher 1 Digital Underground 8/17/2009 pennsyl'var“a
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In other words, this was not something that this group did on
a lark. They put a considerable amount of time and effort
Into this plan. They knew what they were looking for, they
knew where to find it and they knew how to get it. And
once they had their plan in place, it appears that their
targets made it all too easy for them to succeed. SQL
Injection vulnerabilities are a pervasive and insidious
problem, but they're also well -understood and there are
effective methods for finding and fixing them.

As Rich Mogull of Securosis points out, the method of attack
was simple, familiar and preventable.
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Stolen Credit Card Data Goes for Cheap

on Cyber -Black Market

A Hacking large companies as Albert Gonzalez is alleged to have
done can be profitable. But stolen credit cards and other data may
not sell for as much on the black market as you expect.

A The highest prices belonged to German credit cards, which sold
for $6 (USD) a piece. U.S. Visa cards sold for $2.

A still, given the possible profits in breaches involving hundreds to

thousands of cards, it should come as little surprise that identity
theft malware is on the upswing. PandalLabs , the research arm of

Panda Security, said 71 percent of the 37,000 pieces of malware
it finds daily are Trojans, many of which are designed to steal
bank details or credit card numbers.

By: Brian Prince 2009 -08-20 http://www.eweek.com/c/a/Security/Stolen - Credit - Card - Data - Goes-for - Cheap -on-
Cyber -Black - Market -891275/?kc=rss
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Ongoing Initiatives

A Operation Secure Enterprise (OSE)

Initiative implemented in 2006, to address the increasing security risks associated with
technology based delivery of business services. OSE established enterprise technology
standards for critical areas of cyber security incorporating multiple security architectures to
ensure compliance and defend against threats.

A Privileged User Monitoring

This security application monitors compliance for system administrators and alerts on changes
to the COPA to ensure legitimate Active Directory account, and group change activity is
conducted and reports on any changes that may be deemed inappropriate. The solution
provides full, in  -depth reporting of any user activity in the directory.

A Enterprise Network Intrusion Prevention Solution

The deployment of an enterprise Network Intrusion Prevention Solution (NIPS) dynamically
monitors and block malicious network traffic in key

network.

A Network Intrusion Detection Systems

This enterprise solution protects desktops and servers from Intrusion Detection events (such
as Spyware and FTP). This dramatically reduces down -time and network security costs while
protecting the internal network from attacks.

OFFICE OF ADMINISTRATION
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Ongoing Initiatives

A Internet access control and content filtering

This enterprise compliance solution is in place to control users from accessing dangerous websites containing

malicious content or other sites that may be deemed inappropriate. This solution controls and minimizes risk of

internet access and ensures malicious content is not brought into the network via the Web. A standard

implementation of an Internet filtering solution and enterprise policy to enforce a minimum set of blocked web -
sites.

A Enterprise Antivirus

A centrally managed enterprise AntiVirus solution protects the network resources from virus outbreaks and is
critical to protecting Commonwealth assets. A centralized solution resulting in consistent support, consistent
enforcement, and enterprise reporting.

A Encryption for Mobile Devices

Laptops that are lost or stolen can result in a security breach if they contain sensitive data. This solution
effectively encrypts the device so that if they are lost or stolen, no data is ever compromised.

A Email Content Filtering

To protect the Commonwealth from dangerous SPAM and other email that tries to be sent into the
Commonweal thés enterprise email system. This security solution
attachments.
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Ongoing Initiatives

A Enterprise Security Information & Event Management (SIEM)

The implementation of a Security Information & Event Management (SIEM) solution has and

will continue to further enhance the Commonwealtho6s
security events from multiple sources, such as enterprise firewalls and the enterprise AntiVirus
solution. Use of a SIEM has greatly expanded -defthe Con
threat analysis.

A Cyber Security Web Portal

CyberSecurity.state.pa.us is a website coordinated by the office of the CISO within the BEA
Aqualogic site framework. The site features Commonwealth security initiatives coordinated
with the Office of the CISO as well as features up to the minute pertinent security information
containing both dynamic and static web content.

A Source Code Analysis Portable Solution

We procured fiOQuncebs Source Code Analysis Solutiono
Commonwealths to ensure they are coded securely. This solution will eventually be rolled out
Enterprise -wide for developers to check their apps as they are being written.

OFFICE OF ADMINISTRATION
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Ongoing Initiatives

A Awareness and Training

All Commonwealth Employees are required take Security Awareness Training in the best
practices of information security via the Commonwealth on -line learning management system
at least once. This course is intended for all Commonwealth employees with computer access,
email accounts or other access to confidential information. This training informs
Commonwealth employees of the policies, practices, and technologies implemented to protect
the data and information used in government programs and public service. Additionally,
employees are required to read policies pertaining to acceptable internet usage.

This computer based training strengthens the security awareness of all employees so they
know the correct policies, and practice strong security habits. Other training include Incident
Response training for first responders and the Annual Cyber Security Conference held each
year by the CISO office. Monthly cyber roundtable meetings are held where an educational
speaker from various vendors are brought in to discuss security.

A Table Top Exercises

Starting three years ago, PA regularly conducts annual in -house cyber fnNexercises:
mul tiple fAiscenariobso to test and i mprove upon our o0
lessons learned discussions from these exercises prompted changes and enhancements to

current processes. We do these annually

pennsylvania
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Ongoing Initiatives

A Electronic Commerce Security Assessments (ECSA) (CA2)

The ECSA is an assessment process to ensure that all internet facing application are in compliance with the
Commonwealth IT policies, procedures, and standards. This process is migrating into the Commonwealth
Accreditation and Certification Process for applications. This process is based off the Federal Model.

A National Cyber Exercises (Cyber Storm I & I11)

In 2006, PA participated in an internal table top exercise consisting of 12 Commonwealth agencies. The
success of that led to the PA being invited to participate in Cyber Storm Il which was conducted in Spring
2008 and was a much larger coordinated exercise and comprised of many countries over the span of 4
days.

For Cyber Storm II, PA had the largest number of participants out of all the states participating.

After action and lessons learned meetings from these exercises have led to changes and enhancements to
current security stance as well as aided in risk reduction and enhanced security controls and processes

Have just been invited to participate in Cyber Storm Ill in 2010

A National Cyber Security Cooperation I Information sharing
and analysis
We are in regular coordination with PA -ISAC MS -ISAC and US -CERT for rapid information sharing,

dissemination, and analysis of new cyber threats and announcements. This helps us stay on top of the
latest threats and vulnerabilities
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Ongoing Initiatives

A Incident Management

Receives and tracks information security incident reports through resolution,
escal ates serious incidents, and incorporate:
security awareness and operational training programs.

A Vulnerability Management

Vulnerability management includes deploying and maintaining anti -virus
software, isolating and remediating infected systems, and identifying and
correcting security vulnerabilities (in operating systems, software applications,
and network devices).

A Vulnerability Testing

Systematic examination of an application or network to determine the adequacy
of security measures, identify security deficiencies, provide data from which to
predict the effectiveness of proposed security measures, and confirm the
adequacy of such measures after implementation. We perform these services on
demand for agencies with critical applications that want to ensure the security of
these apps.
pennsylvania
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Ongoing Initiatives

A Penetration Testing

Penetration testing is a method of evaluating the security of a
computer system or network by simulating an attack by a malicious
user, known as a Black Hat Hacker, or Cracker. We perform these
services on demand for agencies with critical applications that want to

ensure the security of these apps.

A Security Assessments

An examination of data security procedures and measures to evaluate
their adequacy and compliance with established policy.

A Application Code Scanning

An application code scanner is software that scans application code to
Il denti fy potenti al security weaknesses

pennsylvania
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Ongoing Initiatives

A Web Application Scanning

A web application security scanner is software which

communicates with a web application through the web front -

end and identifies potential security weaknesses in the web
application. We procured AHP Web I
scanning the Commonwealths web facing applications for

vulnerabilities and security issues. Results requiring

remediation are sent to agency web site owner for

remediation.

A Risk Assessments

The process of identifying security risks by determining their
magnitude, and identifying areas needing safeguards. Risk
analysis is a part of risk management.
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Conclusions

pennsylvania

OFFICE OF ADMINISTRATION



