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1. Purpose

This policy establishes a framework for the development and promulgation of IT
policies, standards and guidelines issued by OA/OIT, known collectively as
Information Technology Policies (ITP).

2. Scope

This ITP applies to all departments, boards, commissions and councils under the
Governor’s jurisdiction. Agencies not under the Governor’s jurisdiction are
strongly encouraged to follow this ITP

3. Background

The management of information technology (IT) requires the development,
control and promulgation of a set of documents that convey purpose, direction,
and required activities.
4 Pa. Code § 1.1-1.4 establishes a Directives Management System that is
designed to provide comprehensive statements of policy and procedure on
matters that affect agencies and employees under the Governor’s jurisdiction,
including executive orders, management directives, administrative circulars,
manuals or other publications.
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Executive Order 2011-05, Enterprise Information Technology Governance, gives
the Office of Administration, Office for Information Technology (OA/OIT) general
IT governance responsibilities over the planning, acquisition and management of
IT resources and responsibility for development and promulgation of related IT
policy, standards and guidelines governing IT investments by all agencies under
the Governor’s jurisdiction.
Management Directive 245.13 Amended, Strategic Direction for information
Technology Investments, identifies “Information Technology Policys” as the
vehicle by which OA/OIT issues IT policies, standards and guidelines and
recognizes ITPs as having the same force and effect as a Management Directive.
In the context of information technology, the words “policy”, “standard”, and
“guideline” are often used interchangeably. The intent of this document is to 1)
provide working definitions for each of the terms as used by OA/OIT and 2) to
describe how they will be established.

4. Definitions
4.1

Information Technology (IT)

4.2

Information Technology Resources

4.3

Policy

4.4

Standard

Information Technology includes the hardware, software, and
infrastructure used by an organization to support the flow or processing of
information in support of business activities.
Information Technology Resources include, but are not limited to, the
staff, software, hardware, systems, services, tools, plans, data, and
related training materials and documentation that in combination support
business activities.
A Policy is a general or high level statement of a direction, purpose,
principle, process, method, or procedure for managing Information
Technology Resources. When OA/OIT issues a policy it is binding on all
departments, boards, commissions, and councils under the Governor’s
jurisdiction. Agencies not under the Governor’s jurisdiction are strongly
encouraged to follow Policies.
A Standard is a prescribed or proscribed specification, approach, directive,
procedure, solution, methodology, product or protocol which must be
followed. When OA/OIT issues a standard it is binding on all departments,
boards, commissions, and councils under the Governor’s jurisdiction.
Agencies not under the Governor’s jurisdiction are strongly encouraged to
follow Policies.
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4.5

Guideline
A Guideline is similar to either a standard or a policy, in that it outlines a
specific principle, direction, directive, specification, or procedure, but it is
advisory in nature. The intent of a guideline is to promote a “bestpractice”, while recognizing that there may be several ways of
accomplishing the same task, or that further analysis is necessary before
adoption of a binding uniform approach. It is possible for guideline to
evolve into policies or standards. When OA/OIT issues a guideline all
departments, boards, commissions, and councils under the Governor’s
jurisdiction and Agencies not under the Governor’s jurisdiction are
encouraged to follow the guideline, but ultimately it is the agency’s
decision whether to use or ignore the guideline.

4.6

Operational Procedures
An Operational Procedure is a standard that describes detailed steps that
must be followed.
Operational procedures often describe the steps
necessary to use shared enterprise IT resources. They can also describe
administrative procedures. Operational procedures are standards and are
binding on all departments, boards, commissions, and councils under the
Governor’s jurisdiction. Agencies not under the Governor’s jurisdiction
may be required to comply with operational procedures if they choose to
use the related IT Resource.

4.7

Information Technology Policy (ITP)

4.8

CIO Communications

An OA/OIT publication consisting of an IT policy, standard, or guideline
whether alone or in combination. When policy, standards and guidelines
are issued together in a single ITP, they will generally be separated into
sections. Normative statements within ITPs will generally use the terms
“shall”, “will”, or “must”, while non-normative statements or guidelines
will generally use the terms “should” or “may”.
CIO Communications are established by the CIO to communicate highly
relevant and timely direction that may address problems or questions of a
temporary, one-time, or quickly emerging nature; draw attention to
regulations impacting a project of particular interest; clarify ITPs; or
require compliance in anticipation of a pending ITP.

5. Objective

To establish directions and procedures for the development, control and
promulgation of a set of documents (ITPs) that convey purpose, direction, and
required activities associated with the effective planning, acquisition, and
management of IT resources.

6. Policy

In promulgating ITPs, OA/OIT, whenever practicable, will issue draft or proposed
ITPs for stakeholder comment prior to adoption. The purpose of this comment
period is to consider, accommodate, and/or include the comments and
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alternatives presented by stakeholders. Due to the binding nature of IT policies
and standards, OA/OIT will establish and maintain an operational procedure to
facilitate the comment period and process as an integral part of the ITP adoption
process.
In special circumstances, the CIO may issue ITPs using an expedited process.
The CIO may also choose to issue IT policies as Management Directives. When
issued as a Management Directive, OA/OIT will use those established
procedures. Additionally, the CIO may issue CIO communications that may or
may not require agency compliance. Because operational procedures may
change rapidly, these standards will follow an alternative, expedited process.
OA/OIT will provide a website for the dissemination of ITPs and will establish
subscription mechanisms for automatic notification of changes.
OA/OIT will use the Commonwealth’s IT governance bodies for the development,
maintenance and review of ITPs. Each governance body has specific roles and
responsibilities.

7. Responsibilities
7.1

Commonwealth CIO

The Deputy Secretary for Information Technology (Commonwealth CIO),
in conjunction with the Secretary of Administration shall develop,
promulgate, and be the sole interpreter of all ITPs governing the planning,
acquisition and management of IT resources.
The Commonwealth CIO is assisted in performing these responsibilities by
the Office for Information Technology, Office of Policy, Planning and
Performance Management which shall be responsible for managing the
ITP development and maintenance processes and serving as the primary
author of all ITPs.

7.2

CIO Council

7.3

Technical and Business Architecture Committee

The CIO Council recommends IT Policies, Standards and Guidelines to the
Commonwealth CIO.
The Technical and Business Architecture Committees are responsible for:



Recommending new ITP development and proposed changes to
existing ITPs
Identifying technical and business requirements and providing input
and advice to committees or individuals charged with the authoring of
ITPs.
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Identifying agency or other external subject matter experts to provide
input and advice to committees or individuals charged with the
authoring of ITPs
Evaluating proposed ITPs from a technical and business perspective
and providing comments and forming recommendations that will be
sent to the CIO Council and Commonwealth CIO for consideration as
part of the adoption process.

8. Related ITPs/Other References


ITP-BUS005-00 IT Governance Advisory Framework

9. Authority



4 Pa. Code § 1.1-1.44, Issuances from the Governor’s Office
Executive Order 2011-05, Enterprise Information Technology Governance
Management Directive 245.13 Amended, Strategic Direction for
Information Technology Investments

10. Publication Version Control It is the user’s responsibility to ensure they
have
the
latest
version
of
this
publication,
which
appears
on
https://itcentral.pa.gov. Questions regarding this publication are to be directed
to ra-itcentral@pa.gov.
Vertical lines in the left margin indicate changes from the last revision of the
document. This chart contains a history of this publication’s revisions:
Version
Original

Date
12/28/2011

Purpose of Revision
Base Document
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