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Introduction

The Governor’s Office of Administration/Office for Information Technology (OA/OIT) Bureau of Geospatial Technologies (BGT) built a technical infrastructure to service the growing needs of the Commonwealth of Pennsylvania’s geospatial technologies (GT).  Underlying the advent of this new system is the fundamental importance of location in homeland security and public safety scenarios, and the need to provide various agencies, first-responders, and the Commonwealth at-large with easy, transparent, and accurate access to spatial data.  
At the inception of this effort, Pennsylvania did not have a centralized geospatial data repository, and had not constructed an architecture for geospatial Web application hosting.  Today, system designs, hardware procurement, and application development have been completed to build a framework known as the Geospatial Emergency Alert and Readiness System (GEARS) for Pennsylvania.  GEARS is based on a system designed for the U.S. military called IRRIS.  IRRIS has grown to a mature system, and has benefited from approximately $15M invested by the federal government in this technology.  
The GEARS framework is made possible through a supporting Geospatial Enterprise Server Architecture (GESA) hosted at the Commonwealth Technology Center/Enterprise Server Farm (CTC/ESF).  GESA implements an enterprise server consolidation and shared services strategy for the Commonwealth, and hosts the Commonwealth’s geospatial Web applications, enterprise homeland security and public safety applications, and other agency geospatial Web applications.  BGT has designed and implemented essential shared geospatial Web services for address validation, address geocoding, mapping, and routing as elements of the GEARS framework. It is planned that other shared services will follow, such as plume modeling, gazetteer, and others, some of which will be developed through the Enterprise Geospatial Technology Data Architecture (EGTDA) project. 
Part of this framework is an EGTDA.  The EGTDA provides agency data stewards with the ability to regularly publish GT data and metadata to a single location for sharing with all other agencies.  Agencies will use the EGTDA for desktop GIS, as well as Web-enabled GT applications for the Internet and intranet.  The EGTDA simplifies application development and deployment by reducing agency data management requirements for storing large GT data sets and allowing agencies to concentrate on application-specific data sets.  Data is maintained and available in native ArcSDE/Oracle format.  In addition, data is published on the Internet/intranet as Open Geospatial Consortium (OGC) mapping services.  First responder organizations at all levels of government will be able to use the OGC mapping services to access the information that is required for a coordinated response.
The GEARS framework and EGTDA are implemented and presented through a new Web application called the Geospatial Analysis of Threats and Incident Reports (GATIR).  The fundamental objective of GATIR is to present a Common Operating View (COV) for homeland security and public safety organizations, and first response systems.  GATIR aims to foster geospatial data sharing among all levels of government through the use of .NET Extensible Mark-up Language (XML) Web services and OGC standards.  GATIR, GEARS, and the EGTDA are made possible, in part, by a Department of Homeland Security (DHS) Information Technology Evaluation Program (ITEP) grant.  Thus, the overall effort, and the projects it encompasses, are being referred to as the ‘PA ITEP Project’.  

GATIR will add robust geospatial capabilities to the Pennsylvania Emergency Management Agency’s (PEMA’s) Pennsylvania Emergency Incident Reporting System (PEIRS) application, and extend essential services of geocoding, mapping, routing, and search capabilities to be sharable across state agencies and first responders through the use of the GATIR portal and XML Web services.  GATIR is presented with configurable user interface skins and delivered through interoperable standards in the spirit of enabling a coordinated and efficient first response effort.  
Other existing and planned systems have similar geospatial requirements.  For instance, PEIRS and GATIR will benefit from synergies between the two systems.  New systems being planned include geospatial portals and XML Web services to support the Homeland Security Data Fusion Center, Pennsylvania Department of Transportation (PennDOT) Traffic Operations Center, and a Geospatial Portal.  All of these systems can leverage the existing GEARS framework, mapping, geocoding, and other capabilities that are built as geospatial Web service components through GATIR.  The GEARS architecture framework is purposed to best serve and integrate with these on-going efforts at participating agencies.

1.1 Purpose

The EGTDA project is designed to meet the DHS ITEP project guidelines and is primarily intended to facilitate Pennsylvania’s needs for additional geospatial capabilities for homeland security and public safety.  Pennsylvania has identified PEMA’s PEIRS as the enterprise incident reporting system for the Commonwealth.  It is used by all levels of governments within the State as well as surrounding states and federal partners.  The EGTDA project will augment, not replace, PEIRS with significantly enhanced geospatial capabilities.  This will promote data sharing and enhance planning, situational awareness, response and recovery, and deterrence capabilities.  Coincident to this objective is the broader and more transparent access to geospatial data from which the geospatial community of Pennsylvania will benefit.

To carry out this mission, and meet strategic objectives, it is crucial for the GEARS framework to enable performant, non-proprietary access to this data.  This document describes the role of geospatial data and technology within the Commonwealth, and the overall objectives and architecture of the EGTDA project.  This is a living document, and many of the sections and topics explored herein will be expanded as the framework, architecture, and applications mature.  In completed form, this document hopes to achieve the following: 

· Provide an integrated view of the PA ITEP project underway in OA/OIT, implementing the GEARS architecture framework for the GATIR application and XML Web services.

· Introduce and acclimate new stakeholders to the project. 

· Discuss short-, mid-, and long-term recommendations for building and maintaining the GEARS architecture framework. 

· Review existing standards for GEA governance, and identify best practices for the architecture BGT has developed. 

· Describe the technical infrastructure that has been built for GESA.
· Describe a model by which the Commonwealth can build and expand these services. 

· Propose standardization to data, application interfaces, and workflows associated with the EGTDA and GESA.

· Serve as a reference for the ongoing maintenance and stewardship of the Commonwealth geospatial data repository. 

· Provide recommendations for maintenance and administration of the GEARS and GATIR portal application framework.  

1.2 Audience

This document is oriented to the following audiences:

· BGT staff, partners, and geospatial stakeholders involved in location-based business activities.

· Anyone involved in the broader enterprise GT mission, including the many pertinent government organizations of the Commonwealth (state, local, and federal) that have a need for GT.

· The technical staff of OA and Commonwealth agencies who wish or have a need to understand the system being built at a high-level, with supporting technical details.  

· Stakeholders who have assisted with the promotion and funding of these systems. 

· Other states.

1.3 Updates

This version of the BGT’s EGTDA document is the initial draft.  The draft is being provided to BGT staff as well as the CTC/ESF, OA/OIT, and other relevant partners. 

This document will be updated as the BGT GEA evolves, and as additional information is made available from BGT and other sources.   

1.4 An Introduction to the Commonwealth’s GESA
The GESA aims to provide the Commonwealth with a GEA vision of where BGT and the broader geospatial community intend to be in the future.  The GESA is the operational architecture that supports the GEA.  This starts with the identification and description of the business value chains and activities, as represented in a business model.  GESA also defines the major types of data, applications, and components needed to support relevant and critical business activities.  It also defines the technology components, security, and maintenance needed to support the GATIR application. 
GESA is supported by the OA/OIT CTC/ESF which makes certain of system availability and performance by providing a hosted environment called Managed Services.  CTC/ESF’s standards, deployment procedures, and dedicated staff resources provide the support required by the GESA applications.  With this level of support, a high-level of service will be maintained for the GEARS framework, GATIR application portal, mapping services, and Web services.  This will include stewardship for the following:

· Fault tolerant, high availability, 24x7 operational capabilities.
· Consolidated Enterprise Geospatial Database.
· Shared Services GT Application hosting environment (both Internet and intranet) – for BGT and other state agencies.
· OGC Mapping Services.
· .NET XML Web Services Reusable Components.
· Geospatial Portal Deployments.
· Centralized license manager and geographic information system (GIS) software tools. 

· Security facilities and resources available through the CTC/ESF’s best practices and existing security infrastructure. 
The EGTDA Concept of Operations

At present, the contributions of geospatial data and technology are implicit in the EGTDA Geospatial Concept of Operations.  In fact, the entire architecture is premised on the idea of extending location information to various benefactors for more transparent and efficient dissemination of the Commonwealth’s geospatial data. 

Exhibit 1 employs a map of Pennsylvania to communicate the scope of operations.  Its primary purpose is to provide a visual depiction of the high-level operations in order to convey a broad view of EGTDA’s geospatial processes.  By consolidating the Commonwealth’s GT resources within the EGTDA, making them available through the GEARS framework, and presenting them through the GATIR geospatial applications, various consumers of GT within the Commonwealth can be serviced through a COV.  This will improve operational efficiencies by reducing the workload of end-users, introducing a standard and open environment, and recognizing enhanced stability and performance by leveraging the pooled resources of the CTC/ESF.
The following sections of this document elaborate on specific aspects of the GEARS and GATIR Concept of Operations, and the architectural standards on which the EGTDA was based.
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Exhibit 1: EGTDA Geospatial Concept of Operations
1.5 Location: The Fundamental Concept of GATIR
Location is the foundational property for modeling and understanding the business activities surrounding the GATIR application, and is a ubiquitous ingredient in BGT’s mission to build a system to enhance the operational efficiencies of the Commonwealth’s geospatial activities; particularly under a homeland security and public safety scenario.  Location can be exploited as a unifying information theme to better understand the context of most real and abstract phenomena associated with GATIR.  In its simplest form, location can be used to depict where something is on the earth.  It is contextually simple and intuitive to most people, and it is the way people commonly understand and relate to the world around them.  Location provides a common semantic-business framework on which GATIR activities are conducted.  GATIR exploits the value of location throughout the Commonwealth’s activities, providing value wherever and whenever it is needed.

1.6 Commonwealth of Pennsylvania Enterprise Architecture (EA)
The Commonwealth hopes to combine a collection of standards, policies, processes, and methodologies, as well as technical and human resources in its pursuit of a well-defined information technology (IT) EA.  To achieve this desired architecture and the efficiencies and operational enhancements it strives to achieve, the Commonwealth considered existing architectural models to help identify best practices, and incorporated those components.  EA standards should serve the commonwealth business, information, and technology functions and, ideally, the integrated components will be simplified, because one of the fundamental goals of GEARS and GATIR is to make certain that crucial interoperability items are addressed.

BGT has chosen the following EA standards for their value in leveraging visual modeling approaches: 

· Pennsylvania OA/OIT EA http://www.oit.state.pa.us/eashare/cwp/browse.asp?A=3
· DHS GEA 

· Federal Enterprise Architecture (FEA)
· National Association of State Chief Information Officers (NASCIO). 
1.7 Pennsylvania OA/OIT EA
The Commonwealth has formulated and assembled enterprisewide technology policies, standards, architectures, information, and solutions to enhance system interoperability, security, and cost-effectiveness.  EA is a guiding principle for the OIT, and the development of IT technical standards and monitoring compliance is meant to be priority across Commonwealth agencies. 
The EA aims to establish the business, application, information, technology, and security architectures for use by all Commonwealth agencies.  In addition, it has identified the following priority initiatives: 
· Operation Secure Enterprise

· Identity Protection and Management

· Enterprise Portal Technology

· Business Solutions Center of Excellence (BSCoE) 

· Common Shared Services Architecture (CoSSA).
The Commonwealth’s overall Enterprise Architecture Governance structure includes an Enterprise Governance Committee (ECG), an Enterprise Architecture Standards Committee (EASC), and 10 architecture domain teams.  Each has a specific role in defining, outlining, and implementing IT policies, standards, and practices for the Commonwealth enterprise.  

The EGC provides strategic leadership and direction for IT investments and standards implementations.  It exists to provide the IT Governance Board and OIT with direction regarding overall technology policies and strategy within the Commonwealth.
The EASC is responsible for the support, collection, review, and analysis of Commonwealth business requirements, and to make recommendations on technologies.  They also guide the development of IT standards and policies on behalf of the enterprise.
The last fundamental component of the OA/OIT EA is the concept of domain teams. Ten functionally-oriented teams were structured to provide lower-level policy and standard creation within groups with common work objectives.  More detail on these teams can be found at: http://www.oit.state.pa.us/eashare/cwp/view.asp?a=659&Q=186525&PM=1&eashareNav=| 
1.8  Department of Homeland Security Geospatial Enterprise Architecture (DHS GEA)
The DHS GEA provides the enterprise with an architectural vision for DHS and the broader homeland security community.  This is founded by descriptions of the business value chains and activities, as represented by the Department’s business model.  Data and applications are defined by the major types of data, applications, and components needed to support business activities.  Technology components, patterns, and platforms needed to support the applications combine to create the architecture, and are broken down into the following areas:  

· Business Model 

· Conceptual Data Model 

· Notional Application Architecture

· Notional Component Architecture

· Technology Architecture

· Application Technology Drivers. 
DHS has given special consideration to geospatial-temporal data to create an enterprise architecture, with the chief mission of achieving interoperability.  This model for GEA consists of common, standard geospatial entity types and base models for representing geospatial data.  It further defines geospatial elements and properties, which are the common, standard elements-properties for expressing location reference information in all homeland security business data.  Finally, the DHS GEA incorporates a geospatial data dictionary, which contains the formalized and standard definitions for all geospatial data classes used in DHS’s business processes.
1.9 Federal Enterprise Architecture (FEA)
The Office of Management and Budget’s (OMB) Office of E-Government (E-Gov) and IT, with the support of the General Services Administration (GSA) and the Federal Chief Information Officers (CIO) Council, established the FEA program which builds a comprehensive business-driven blueprint of the entire federal government. The FEA provides OMB and federal agencies with a common language and framework to describe and analyze IT investments, enhance collaboration, and ultimately transform the federal government into a citizen-centered, results-oriented, and market-based organization.
· For 2005, the FEA adopted three core principles to guide its 2005 Architectural strategy as follows: 
· Business-driven – The FEA is most useful when it is closely aligned with government strategic plans and executive level direction.  Agency mission statements, presidential management directives, and agency business owners give direction to each agency’s EA and to the FEA.

· Proactive and collaborative across the Federal government – Adoption of the FEA is achieved through active participation by the EA community in its development and use.  The FEA community is responsible for the development, evolution, and adoption of the FEA.

· Architecture improves the effectiveness and efficiency of government information resources – Architecture development is an integral part of the capital investment process.  No IT investment should be made without a business-approved architecture.
The FEA consists of a set of interrelated “reference models” designed to facilitate cross-agency analysis and the identification of duplicative investments, gaps, and opportunities for collaboration within and across agencies.  Collectively, the reference models describe important elements of the FEA in a common and consistent way.
2.5.1 FEA Reference Models
This section lists and then describes the five FEA reference models:
· Performance Reference Model (PRM)

· Business Reference Model (BRM)

· Service Reference Model (SRM)

· Technical Reference Model (TRM)

· Data Reference Model (DRM).
2.5.2 Performance Reference Model (PRM)

The PRM is a framework for performance measurement providing common output measurements throughout the federal government.  It accomplishes the following goals: 

· Establishes a common language by which agency EAs can describe the outputs and measures used to achieve program and business objectives. 

· Allows agencies to better manage the business of government at a strategic level, by providing a means for using an agency’s EA to measure the success of IT investments and their impact on strategic outcomes.  
· Articulates the linkage between internal business components and the achievement of business and customer-centric outputs.
· Facilitates resource-allocation decisions based on comparative determinations, and strives to improve strategic and daily decision-making. 

· Better articulate the contribution of inputs to outputs, and identify performance improvement opportunities that span traditional organizational structures and boundaries.
2.5.3 Business Reference Model (BRM)

The BRM provides a framework that facilitates a functional (rather than organizational) view of the federal government’s lines of business (LoBs), including its internal operations and its services for citizens, independent of the agencies, bureaus, and offices that perform them.  It thus promotes agency collaboration and serves as the underlying foundation for the FEA and E-Gov strategies.
While the BRM does provide an improved way of thinking about government operations, its true utility as a model can only be realized when agencies effectively use it.  The functional approach promoted by the BRM will do little to help accomplish the E-Gov strategic goals if it is not incorporated into business-focused enterprise architectures and the management processes of federal agencies and OMB.
2.5.4 Service Component Reference Model (SRM)

The SRM is a business-driven, functional framework classifying service components according to how they support business and performance objectives.  It serves to identify and classify horizontal and vertical service components supporting federal agencies and their IT investments and assets.  The model aids in recommending service capabilities to support the reuse of business components and services across the federal government.  The SRM is organized across horizontal service areas, independent of the business functions, providing a leverage-able foundation for reuse of applications, application capabilities, components, and business services. 
2.5.5 Technical Reference Model (TRM)

The TRM is a component-driven, technical framework that categorizes the standards and technologies to support and enable the delivery of service components and capabilities.  It also unifies existing agency TRMs and E-Gov guidance by providing a foundation to advance the reuse and standardization of technology and service components from a governmentwide perspective.  Aligning agency capital investments to the TRM leverages a common, standardized vocabulary, allowing interagency discovery, collaboration, and interoperability.  Agencies and the federal government will benefit from economies of scale by identifying and reusing the best solutions and technologies to support their business functions, mission, and target architecture.
2.5.6 Data Reference Model (DRM)

The FEA DRM is intended to promote the common identification, use, and appropriate sharing of data/information across the federal government through its standardization of data in the following three areas: data context, data sharing, and data collaboration.  The current published version of the DRM is undergoing revision.  The FEA PMO is collaborating with members of the interagency DRM working group, chartered by the Architecture and Infrastructure Committee (AIC) of the CIO Council, to further enhance and improve this reference model.  
1.10 National Association of State Chief Information Officers (NASCIO)
NASCIO defines the interrelationships between architectural components in a consistent and organized fashion. It approaches EA as a living program and will consist of numerous domains, all of which influence and/or have an impact on each other, and will continue to evolve as the EA program within an enterprise continues to mature.

NASCIO currently addresses four allied architectures each of which is highlighted below:
· Business Architecture

· Information Architecture

· Technology Architecture

· Solution Architecture.
2.6.1 Business Architecture
Business architecture provides a high-level representation of the business strategies, intentions, functions, processes, information, and assets critical to providing services to citizens, businesses, governments, and other constituents.  It provides the structure for the collection of detail regarding the motivations, organization, location, events, functions, and assets that define the direction of the enterprise from a business perspective.  The detail captured within the business architecture supports business decision-making by providing documentation of where the enterprise is today (as-is) and where the enterprise wants to be at a specified time in the future (to-be).

2.6.2 Information Architecture
Information architecture is the compilation of the business requirements of the enterprise, the information, process entities, and integration that drive the business and rules for selecting, building, and maintaining that information.  Information Architecture Framework provides the structure for documenting the detail regarding the information that is critical to the organization, including the baseline for the target conceptual (common terms and definitions) and the baseline for the logical and physical.  The detail captured within the information architecture clarifies business relationships and enhances understanding of the business rules the enterprise has adopted.  This understanding forms a baseline for exploring and implementing changes in how business is done, and what business rules the enterprise will adopt.

2.6.3 Technology Architecture
A key concept to NASCIO is the technology architecture.  As defined in NASCIO, the technology architecture is a disciplined approach to describing the current and future structure and inter-relationships of the enterprise’s technologies in order to maximize value in those technologies.  It maps the technology products and standards to the business drivers, and is vital to align the overall enterprise direction.  Vendors, employees, and business users can benefit from understanding what technology standards exist and where these standards can be found.
2.6.4 Solution Architecture
Solution architecture is a process within the EA that focuses on the development and implementation of a solution or service being created for the enterprise.  It allows the development of a solution set, and facilitates the rapid development and delivery of a solution in a systematic and well-disciplined manner.

1.11 Information Standards within the NASCIO Architecture
Improved information standards can include benefits such as cost savings based on better informed decisions, and cost savings due to the advantage of shared buying power.  This alone justifies the effort of developing and maintaining the enterprise architecture.  NASCIO defines three types of information of high-level information standards within an EA as follows:
· Static – Refers to information that changes only when required by business conditions. 

· Semi-Static – Refers to information that changes on an annual or bi-annual basis, or when a major shift in the business or technology occurs.  Business drivers are an example of semi-static information, because they change as new and improved ways of providing services to the stakeholders are found.

· Dynamic – Refers to information that is reviewed and updated frequently, typically every four to six months for content of the business, information and technology architectures.  New information is typically added on a monthly basis as various groups in the organization have business or technology solutions added to the business/IT portfolio. 
1.12 Human Resources – A Fundamental Component of the NASCIO Architecture
One of NASCIO’s most insightful contributions to EA is its recognition on the critical importance of the human element within EA.  We see on the following page the various participants and roles within the NASCIO architectural model:
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Exhibit 2: NASCIO Architecture Model
1.13 Enterprise Architecture to Support Geospatial Technology within the Commonwealth
To support its GT, and those business processes relating to the mission of homeland security, the Commonwealth will use a combination of the previously discussed models.  The Pennsylvania OA/OIT will be the primary source of EA standards.  This will be supported by EA guidance specific to geospatial and homeland security provided by DHS.  The FEA and NASCIO influences can be seen in both of these models, and the Commonwealth will leverage components from them as applicable to its mission.   
In particular, the Commonwealth will draw from the DHS GEA TRM.  This will provide a conceptual framework for emphasizing the role of GT in assisting with the effective acquisition, creation, development, operation, and recapitalization of GT–based systems within the homeland security and public safety missions of the Commonwealth.  The following summarizes the primary geospatial components in the GEA TRM. 
· Presentation – The technical services required to create and present application interfaces to end-users.

· Business Logic – Application-specific logic representation (“software”).

· Application Infrastructure – The technical services required to allow business logic and other application logic to function. 

· Integration Services – The technical services and components required to interchange data among applications and services. 

· Data Management – The technical services and components required to access and modify data of all types.

· Computing Platform – Physical hardware and operating system services that support the components of the service framework.
1.14 Common Operating View (COV)
Modeled after the GEA Common Operating Picture (COP) in the DHS’, the COV for the GATIR project can be defined as:
“The analysis and reporting of time-sensitive, mission-critical, shared data and services (i.e., set of capabilities) associated with an area of interest that conveys geospatial situational context (a geospatial composite of Framework Data and Auxiliary Data), the disposition and behaviors of threat(s), friendly personnel and assets, as well as incidents, events, observations, related intelligence and other GT operations data.”  
In other words, GEARS and GATIR will provide a cohesive framework for storing and distributing the Commonwealth’s data, while offering the opportunity to present this data within a standard Web interface.  Following the DHS precedent, this interface will represent a collaborative environment for interoperations between distributed sources of information in support of time-sensitive, mission-critical operations.  The COV will represent more than just an interface to data. It will consist of many possible views represented by dynamically generated reports, queries, and maps.  It will provide a common interface to view incidents, geospatial basemap data layers, and critical infrastructure/key assets to assess in a proactive fashion what is happening in a real-time situational awareness environment to try to prevent terrorist or criminal activities, and facilitate a coordinated response to emergency response incidents. 
This COV relies on the foundation of the Commonwealth’s systems, available data, Web services, and application logic.  These basic pieces, when used together or singularly, will offer rich functionality and information to the Commonwealth across a host of applications.  
This COV can be seen as one of the three fundamental pillars of the GATIR system.  First, geospatial data from across Pennsylvania can be stored in one single enterprise data repository, and is being standardized within a common framework to ease application development and ad-hoc data access.  Second, Web services have been authored to provide thin-client and thick-client access to this data using the Environmental System Research Institute’s (ESRI)  (widely considered the most popular GIS platform in the public sector) tools and applications.  The mapping services are also enabled to allow for access across proprietary technology platforms by leveraging OGC-compliant interfaces.  This open source protocol provides a non-proprietary messaging interface to these mapping services.  Finally, some of the most commonly needed functions under a homeland security event are being built as Web services to allow for quick, standard, and non-proprietary access.  These services, including mapping and routing, will be served up as Web services. 

1.15 Mission-Specific Operating Picture (MSOP)

A MSOP is a collaborative workspace (data and services), which exists for a specific mission.  The MSOP implements a subset of the COV resources that are required for a mission, and integrated with other shared, collaborative mission-specific resources.  In the context of GATIR, the MSOP could be thought of as usage of one or more of the reusable Web services combined with one or more of the map services.

GATIR will allow mission-specific scenarios to take on innumerable forms.  By serving as an effectively filtered portal to the COV that integrates mission-specific resources, the EGTDA could service Commonwealth agencies on many fronts.  For instance, an MSOP combining the mapping and routing services, and a hospital map service could effectively provide emergency management personnel with an efficient means to perform a particular function or emergency mitigation.

1.16 User-Specific Operating Picture (USOP)

The USOP is a “specialized, actionable view of a shared collaborative COV/MSOP” which is created for a specific user.  This will be largely facilitated through the use of a data clearinghouse in which the user will search, extract, and load data into a specialized client (ESRI’s ArcMap, Intergraph’s GeoMedia Pro, etc.) for ad-hoc usage.  While this is intended for the advanced user who understands how the geospatial data can be used outside the confines of an application interface (as will usually be the case with MSOPs), the GEARS framework that is built for GATIR will allow for customized user-specific interfaces and functionality. This will largely be accomplished through security profiles that determine data and application access and the use of skins, or sets of customized and interchangeable interface colors, components and functions.   

1.17 Geospatial Data Collection and Organization – EGTDA Geospatial Repository 

One of the greatest challenges of creating the COV for the project is the collection of geospatial data sets from participating agencies and other sources, and then re-packaging these data into a common and standardized framework to build the foundation for the EGTDA, and subsequently the COV.  This must be done in a way so that redundant data sets across source organizations are eliminated, and the ‘best-of-breed’ data is selected from each of the sets.  This challenge is magnified by the fact that much of the high-value information is created and owned by state, local, private, federal, and commercial entities and must then be rolled-up to the COV.  

The key to the effort of gathering and hosting a wide-array of data from disparate organizations is the descriptive information, known as metadata.  Metadata is data about data. It documents the rules by which systems interoperate and provides descriptive information about the data.  The capture and maintenance of metadata provides a way for anyone needing to access or share the data used or created by an application to understand its content, context, and structure, and to use it appropriately.  Metadata is the most critical element in effective data management and data sharing, and benefits the enterprise by maintaining the value of the data over time.  For this reason, metadata should be readily available in an easily accessible source.   
Coupling metadata with Web-based portals will help extend the Commonwealth’s data resources by allowing simple query, search, and presentation of search results to a Web client.  This combination of metadata and Web-based ‘catalog services’ will function as a public sector clearinghouse tool supporting data browsing, linking, and downloading on demand. This will be encouraged through a central repository for the Commonwealth which will promote the availability, quality, and requirements for digital data and services through a searchable online system similar to the Geospatial One Stop portal.  This portal would also facilitate and greatly assist in coordination of data collection and research activities.  This portal provides a primary data dissemination mechanism to traditional and non-traditional spatial data users.

Providing end-users with transparent access to varying data sources and services will not be an easy task.  Integrating and assimilating disparate data sources are always challenges, and BGT recognizes some of the contributing factors to this challenge on an on-going basis:

· Standards and documentation for the Commonwealth Enterprise Geospatial Data Repository must be established to make certain of logical consistency and semantic interoperability.  

· Detailed metadata must be authored and maintained to optimize searches and the perception of data integrity to end-users.  

· Scheduled updates should be followed, with plans in place to roll-back any unexpected data anomalies leading to applications outages. 

· Defining a suitable spatial projection and datum.
· Defining data stewardship agreements, and promoting buy-in from source agencies. 
To expedite and make certain of the quality and integrity of the data, it is recommended that BGT act in accordance with the following guidelines modeled after the DHS’ specifications, specifically:

· Documented Update Processes – Documentation should be provided on how to update data sets, and a tracking document implemented which details the vintage of the current data, and its update cycle.  To minimize service outages, these updates should be pooled and updated in batch as much as possible. 

· Discovery Specifications – All data in the Commonwealth Enterprise Geospatial Repository must meet the minimum metadata requirements defined by the GEA.  These specifications also contain taxonomies of GEARS framework data types to assist in data discovery.  Regular reviews and metadata updates should be an integral part of BGT and the participating agency’s normal business processes and system maintenance. 

· Quality Specifications – Participating agencies should adhere to minimum data quality standards.

· Transfer Specifications – General specifications on data format, delivery process, and frequency of update should be established with each participating organization. 

· Archiving and Mirroring Specifications – Well-defined back-up and redundancy policies should be established since this system has mission-critical implications, and a disaster recovery solution is warranted. 
· Reporting Specifications – Refers to the creator of a tracking document to monitor frequency of updates. 

· Geosecurity Specifications – Defines technologies for secure exchange of sensitive geospatial content across the Internet (e.g., public/private keys).  It also defines authentication and authorization (credentials) technologies.
· Visualization Specifications – Provide predefined specifications to view geospatial data differently depending on the role of the GATIR user (symbolization standards).  It also defines the appropriate technologies to visualize the data.
2.13.1 Data-Roll-Up Design and Planning 

As previously mentioned, the integration of spatial data from numerous disparate sources will certainly pose a challenge for initial construction and on-going maintenance of the EGTDA.  However, a well-planned and executed geospatial data roll-up (GDR) strategy will ease this process.  This section explores the pertinent issues facing BGT in the construction of the EGTDA database and the recommended options for addressing them:

· Data providers/stewards must/should pass data quality compliance tests before submitting their data sets to the EGTDA.

· Ample documentation and/or training needs to be provided for participating agencies for metadata creation, naming conventions, etc. 

· Data must be translated to the required, standard schemas defined by BGT (schema should be flexible and easily translatable through standard interfaces and protocols).

· A host of data transferal and/or replication services should be made available to participating agencies (options presented below).

· To make certain of quick recovery in case of emergency, geospatial data must be archived (and replicated) according to BGT specifications.

· Detailed update schedules should be developed to batch updates as much as possible to minimize effort and service disruptions. 
2.13.2 Data Transfer

Direct Update

Agencies will directly update their data.  Access to ArcSDE will be provided through Citrix licenses and access to an ArcSDE server gateway cluster.  Inadvertent deletion of data will be prevented through security settings. 
File Transfer
File transfer is perhaps the simplest method for exchanging static data.  To support the ongoing data update needs of BGT, the file transfer format should be a standard exchange format such as shapefile, TIFF image, or ESRI export file (as defined in Standard 526 – ArcFormat GIS Data Exchange Among State Agencies).  Procedures can be developed for posting and retrieving data files over the Internet using FTP or HTTP, or physically via CD-ROM or DVD if necessary.
2.13.3 Geospatial Clearinghouse: Data Discovery via Catalog Services 

Catalog Services provide a common mechanism to classify, register, describe, search, maintain, and access information about available geospatial resources.  These resources are network addressable instances of typed data or services.  This pattern is designed to allow users to search EGTDA geospatial databases based on data type, named location, and user-defined bounding areas and will be enabled through a searchable online system similar to the Geospatial One Stop portal.    
When multiple sources exist for a specific data type in an area of interest, users will be able to select among them based on available metadata.  Furthermore, when multiple sources exist for a specific data type in an area of interest, this pattern will automatically select one based on appropriate criteria and policies.  Users may need to search for desired data by ‘drilling down’ multi-levels of metadata, from general to specific data.  Multi-level search can be based on the hierarchy inherent within the data sets of the EGTDA, such as geographic (state, county, city), thematic (natural, administration, transportations), or source (PennDOT, BGT, TeleAtlas). 
Enabling Catalog Services:
Steps that need to occur to enable searching include:

· Standard metadata schema based on Federal Geographic Data Committee (FGDC) and ISO 19115 standards.

· Hierarchical structure of the metadata that correspond to the level of detail of data from local, state, and federal service providers.

· Open GIS catalog service specifications will enable seamless discovery of data.

· Client application to enable the functionalities mentioned above.

· Taxonomy of feature types to enable intelligent search.  For example, users can enter keywords for a feature type (e.g., Road) and the catalog returns information about highways, access roads, streets, etc.  
GATIR Geospatial Business Context

1.18 Geospatial Business Language: Key Terms

A common source of confusion within geospatial technologies is the terminology.  Often, terminology varies significantly across platforms, commercial software packages, and organizations.  Even more confusing is when there is overlap between systems, applications, and their functionality leading to mistakes in terminology.  Because these definitions form the basis for a consistent business language, it is important to clarify definitions for the various EGTDA business activities. 

Some of the key GATIR terms are comprised of the following:

· Map Services – Applications which have the ability to generate, display, manage, or otherwise process geospatial data over a network (i.e. the World Wide Web, or a Commonwealthwide area network) in a high-volume, on-demand environment.  This term encompasses ESRI and OGC-based services, as well as image and feature services. 

· Web Services – This refers to the service-oriented, XML-based geoprocessing functionality that will be hosted, including geocoding, routing, and plume modeling.  

· GATIR – The GEARS framework and the GATIR application will serve as COV into the map and Web services hosted within the EGTDA.
· EGTDA – This project, which provided agency data stewards with the ability to regularly post GT data and metadata to a single location for sharing with all other agencies.  The EGTDA simplifies application development and deployment by reducing agency data management requirements for large GT data sets and allowing agencies to concentrate on application-specific data sets. 
· GESA – An architecture of essential shared geospatial Web services for address validation, address geocoding, mapping, and routing.  This leverages an enterprise server consolidation, shared services strategy, and agency geospatial Web applications.  
· IRRIS – A system designed for the U.S. military called IRRIS.  IRRIS has grown to a mature system, and has benefited from approximately $15M invested by the federal government in this technology.  
· GEARS – A framework for hosting the shared geospatial technology needs of the Commonwealth based on the components of IRRIS.
1.19 Geospatial Data Architecture
Geospatial-temporal data is required in order to effectively and efficiently benefit from geospatial-temporal context throughout the enterprise.  It is critical to achieving interoperability.  The geospatial data represents the foundation of EGTDA. Because the Commonwealth will be assimilating data from several external agencies into the COV, it is necessary to establish the use of data standards.  Data standards fall into several categories and are approved by many bodies such as American National Standards Institute (ANSI), International Standards Organization (ISO), OGC, and FGDC among others.  The first category, metadata, refers to data about data; the second category refers to standards for spatial data and its content; the third category refers to standards for data interoperability allowing the sharing of data; and the fourth category refers to map symbology standards.  DHS describes standards that are recommended to review; however, it does not prescribe the use of one standard over another (DHS, Fiscal Year 2005 Homeland Security Grant Program, Program Guidelines and Application Kit, http://www.ojp.usdoj.gov/odp/docs/fy05hsgp.pdf).

3.2.1 Metadata Standards

Metadata standards, as defined in the OA/OIT Metadata Requirements document, were established to make certain that all business transformation, application development, commercial off-the-shelf (COTS) implementations, data warehousing initiatives, business intelligence projects, or geospatial data sets include metadata capture and management. The primary objectives for the capture and maintenance of metadata are listed below, accompanied by a brief description of the expected benefits for each objective.

· To improve the productivity of application designers, developers, and administrators, and to enhance the reliability of solutions.  Many components are used when building applications supporting decision support, GT, or business intelligence.  Many systems support different information requirements needed for specific functions.  These include database management systems, modeling tools, transformation techniques, process management, data mining, etc.
· To assist end-users in locating and understanding the data.  Business users need to understand where a given piece of information comes from and how current the information is.  High-quality metadata provides for efficient use of reliable, current information.  Metadata is written once and read when it is needed.  Making business users self-sufficient is critical, as organizations begin to expand the number of users accessing data marts or data warehouses.
Metadata is particularly vital where spatial data is concerned, containing information about the data set's collection date, accuracy, precision, location, projection, and creating agency among many other fields of information.  Spatial metadata standards are mostly defined by the FGDC (http://www.fgdc.gov).  The Content Standard for Digital Geospatial Metadata (CSDGM) published by FGDC is recommended to BGT "Standard 526—Arc Format GIS Data Exchange Among State Agencies" and provides a level of information that enables users to be more quickly productive with the data.
3.2.2 Data Standards

Having well-defined data standards and data models allows for simplified data access by internal and external programs.  Data standards, relating to both format and content, help make certain of consistent results for display and analysis by all responders.  Although ad-hoc geospatial industry standards have arisen around published commercial data formats, there are many organizations that have proposed other standards for geospatial data:

· Pennsylvania Geospatial Data Sharing Standards (PGDSS) is a data sharing standard that is part of Pennsylvania Mapping and Geographic Information Consortium (PaMAGIC), whose mission is to provide leadership, coordination, and guidance to enhance the development, use, and access to spatial information and related services in Pennsylvania.  PGDSS is not intended to be a production data standard for most organizations as many county governments have already accomplished this. PGDSS is defined as a recommended minimal data standard, so that only those fields that have been deemed necessary for the common good have been included.
· Homeland Security Infrastructure Program (HSIP) Minimum Essential Data sets (MEDS). Although not an official standard, MEDS details minimum data sets recommended for homeland security by National Geospaital-Intelligence Agency (NGA).  Using the U.S. Geological Survey (USGS) National Map as a foundation, it includes other enhanced data sets important for infrastructure protection.  The use of the MEDS data set to list essential data that is captured would be a useful tool for BGT.

· U.S. Army Corps of Engineers.  The standard sponsored by the military is known as "Spatial Data Standards for Facilities, Infrastructure, and Environment," or SDSFIE.  SDSFIE is FGDC and ANSI INCITS L1 compliant.  The standard covers many different data layers, provides naming conventions, and defines a standard list for the extra information that is collected and stored with the data.  The group provides tools for creating ESRI geodatabases that are compliant with the standard.  The standard covers a wide range of data layers, not all of which would be relevant to the objectives of EGTDA.  Selection of data layers to use should follow industry-focused recommendations such as MEDS or the ESRI Homeland Security Data Model and internal BGT requirements for data types and attributes.

· ESRI Homeland Security Data Models.  Created in collaboration with users in the field who see a need for easily shared standard data models that represent their industry, geodatabase data models are a starting point for users to create their own database.  The ESRI Homeland Security Data Model is a blend of the DHS MEDS recommendation and the U.S. Army Corps of Engineers SDSFIE data model with users own real-world experience. 

3.2.3 Interoperability Standards

This project will adhere to the OA/OIT standard for interoperability of geospatial data when homeland security data is involved.  This standard states the following:

“No government or first response organization should use proprietary geospatial data or software systems that cannot be shared by all parties that must provide a coordinated response, or that cannot be integrated with other geospatial systems already deployed.  This safeguard is necessary to provide for a comprehensive Common Operating View across all levels of government agencies in the Commonwealth engaged in public safety and homeland security.

Interoperability of geospatial imagery, data, systems and applications has been deemed by the Commonwealth to be as important as interoperable communications.  

Decision making during emergency incidents, events, and natural disasters requires a coordinated response across and between all levels of governments.  Geospatial data and systems are used to visualize information and display intelligent maps and imagery of the locations where these emergencies occur.  It is therefore of critical importance that all parties have access to and use the same mapping data and imagery during times of emergency, special events, and natural disasters.”

There are several other interoperability standards related to the use of GIS technology; one in particular, FDGC #526, recommends standards for file format exchanges between state agencies using shapefile, TIFF, or ESRI export files:

· Standard 505—Geographic Information Systems: Presentation

· Standard 506—Geographic Information Systems: Analytic

· Standard 526—ArcFormat GIS Data Exchange Among State Agencies.
OGC (http://www.opengeospatial.org/) creates standards for many different facets of spatial data from data storage in the database to Internet mapping services. Focusing mainly on interoperability as it applies to OA/OIT specification, these standards (e.g., Web Map Service (WMS)) will provide further direction for implementing services that OGC compliant applications can access.

3.2.3 
Map Symbology Standards

Standardization of map symbology for homeland security is being organized by the FGDC Homeland Security Working Group (http://www.fgdc.gov/HSWG/).  The proposed standards should make maps conforming to this standard easier to understand, widen the possible audience, and improve decision-making.  This standard was originally implemented for the Presidential Decision Directive 63 (PDD63) data sets for the EGTDA project, and will be used where applicable. 

3.3
Analysis of Data Security
Data security is a major issue for public and private entities, particularly in a Homeland Security context.  Security should remain a top priority throughout all development, staffing, and training activities related to geospatial technologies at the Commonwealth.  State-level organizations need to make certain of compliance with the Commonwealth’s geospatial standards when transferring and using the data associated with EGTDA and GATIR. 

Different data sets have different requirements for security, which must be clarified with the data provider in the data sharing agreement.  More details on the use of geospatial data for homeland security, and a framework for securing data are included in reports produced by FGDC and RAND Corporation at http://www.fgdc.gov/fgdc/homeland/.

While there are already rigorous security measures in place by various Commonwealth entities involved with the construction of the EGTDA (e.g. CTC), there are many unique aspects to spatial data and the nature of this architecture which merit additional consideration of security policies and procedures.  Below is a high-level treatment of recommended security strategies pertaining to this system:

· Principle of Least Privilege.  A basic fundamental principle that underlies secure systems is the principle of least privilege. The principle of least privilege is that users are only granted the minimum set of privileges that allow them to complete their job specifications. To meet the principle of least privilege, database roles can be used to grant specific sets of privileges to groups of users working on similar tasks. This principle is being applied in the construction of map services, and the data that is exposed within each.  

· Roles to Control Access.  The use of roles provides a selection of privileges that are granted to groups of people.  Many different roles could be created for different groups of people who will need to access data in the database.  Some sample roles that could be created are:

· Administrator – Administrators are users who will administer the database and application. 
· Developers – Developers create and deploy applications based on data in the database.

· Data Editor – Editors are users who will edit data in one or more databases.  There may be more than one database role that allows editing, depending on the type of data being used by that program.  For example, the Commonwealth could create a database role that assigns them specific editing permissions on plume data, while PEMA could have a database role that assigns them specific permissions for editing of radioactivity data.

· Data Viewer – Viewers need to have read-only access to data relevant to their role in the GATIR or the program with which they work.  Depending on the number of viewers required or the number of sensitive layers stored in the database, there may be more than one unique viewer role created.
3.3.1 ArcSDE and Database Security

For the tightest security in the database with ArcSDE applications, configure ArcSDE to use only Windows logins.  The use of Windows logins is recommended by Microsoft and makes use of the strong authentication available with Lightweight Directory Access Protocol (LDAP) services such as Active Directory.

· Grant no permissions on data for the public role.  The public role is available to all users that log in to the database.

· Do not add any login to the DB_OWNER database role. The DB_OWNER database role has elevated privileges not necessary for normal operation.

· Never save your user name/password in a connection file. By saving connection information in a connection file, it is possible for other users to try and use that connection information to log in to the database.

· Use direct connect. The use of direct connect enables the use of security functionality built into the client software by the Database Management System (DBMS) vendor.

· eTrust SiteMinder from Computer Associates will be used in the future to manage authentication, authorization, and access. 

3.3.2 ArcIMS and Security

Implementation of security measures is necessary because some of the information being served via ArcIMS mapping services is sensitive.  Securing information on the Web site by making use of secure login authentication and data encryption are necessary for GATIR.

· Secure Logins.  Using secure login procedures will allow the appropriate authentication of users accessing the Web sites.

· ACL Security.  The EGTDA enables a JDBC-based Access Control List (ACL) to secure the ArcIMS map services. An ACL stores permissions that list service names and the associated authenticated usernames and passwords. This prevents unauthorized access to the map services, and further makes certain that secure data is not compromised. 
· Encrypted Data Transfer.  The use of Secure Sockets Layers (SSL) protocol will help make certain of the encryption of data transferred across public Internet connections to reduce the possibility that it could be intercepted and read by a non-authorized third party.  For more information on security with Internet Information Server (IIS) and ArcIMS, refer to the ArcIMS security whitepaper and the following:  

· http://downloads.esri.com/support/whitepapers/ims/SecurityArcIMS.pdf

· http://www.microsoft.com/technet/security/prodtech/IIS.mspx.
2.0 Geospatial Applications
As previously discussed, once the technical infrastructure has been finalized the possibilities for MSOPs and USOPs are numerous.  Many geospatial applications built using the GEARS framework will have several specialized implementations.  For example, it is highly unlikely that there will be a single mission planning application.  Rather, the complexity and diversity of mission operations necessitates the need for specialization and diversity of mission planning business processes and sub-processes. There will, however, be a number of common geospatial enterprise Web services and associated data on which all mission planning applications will depend.  There are also those features which will pervade all applications, and have a fundamental contribution to the objectives of GEARS framework applications.
Current Functionality 

Search/Find Functionality – Global attribute search, field search, mapping search, with candidate lists and mapping options.  To interact with the map, it is necessary to specify latitude/longitude coordinates, zip codes, county and municipalities, addresses, street names, street intersections, landmark and point-of-interest (POI) names, or other identifiers for geographic locations.  The search functionality is built to search political boundaries, search the statewide streets layer, place names, POIs/landmarks, zip codes, and accept input such as latitude/longitudes and street addresses/intersections.
Statewide Incident Map – Display interactive statewide ‘wall map’ for all incidents.  Develop ability to interact with the map.  A statewide map is constantly displayed in PEMA’s Emergency Operations Center (EOC).  Other agencies would like to have access to this situational awareness tool, and PEMA desires to make the map interactive, analytical, and be symbolized to tell at a glance what type of incident is indicated.  Requirements for interactivity were developed during system specification and requirements definition and analysis. GATIR provides the ability for this type of large-format display, without compromise of quality or performance. 
Map Printing – Print hard copy maps from the current Web image.  Develop cartographic quality maps from an incident thematic map or the statewide map.  This is often necessary for field use.  Maps should have standard sizes, work in color or black and white, and include text labeling and relevant titles and other information pertaining to the map.

Future Functionality 

Spatial Searches – Find closest N resources to a POI or incident location.  Spatial Searches are important in determining resource locations, emergency service locations, and other items closest to a known location or incident location.  There may be different ways of calculating the distances returned by spatial searches – ‘as the crow flies’ (shortest distance between two points), or along the navigable road network, which may be more realistic in that it takes into consideration potential barriers such as topography, hydrography, and barriers in the transportation network.  This capability will be used for resource allocation. The functionality of the spatial search will provide for searching of the resource inventory database.
Map View Metadata – Storing of map information for an incident, such as map corners, layers, visibility, etc. so that a map can be shared amongst multiple parties during an incident to support collaboration.  Collaboration during events and incidents is desirable, and the ability to work off the same map in real-time is a capability that Pennsylvania would like to build.  Possibilities are being explored for the GATIR project.  The team will evaluate the ability to store map view metadata about the map area, scale, visible layers, and establish a mapping session that multiple people can login to allow all parties to view exactly the same map and potentially redlines and comments that are made as a group.  We will evaluate the OGC Web Map Context (WMC) Schema map view metadata model to test this capability as part of the EGTDA project.
BGT recognizes the following applications for geospatial to assist with homeland security activities, which may be applicable to customers of the EGTDA and their business activities.

	Asset Inventory Management
	Monitor Recovery 

	Critical Infrastructure Inventory Management
	Operational Planning

	Damage Assessment
	Recovery Planning

	Disaster Assistance
	Response Planning

	Emergency Reporting
	Risk Analysis

	Evacuation Planning & Management
	Search and Rescue Planning

	Event Planning and Analysis 
	Search and Rescue Response

	Facility Mapping and Management
	Security Planning

	Geospatial Data Transfer and Roll-up 
	Site Analysis

	Hazard Mapping
	Situation Awareness

	Incident/Event Management
	Threat Analysis

	Incident Reporting
	Threat Consequence Assessment

	Location Search and Reporting
	Threat Detection

	Logistics Planning
	Training Planning and Support

	Map Publication
	Travel Planning

	Mission Planning
	Vulnerability Analysis

	Mitigation Planning and Analysis
	Warning/Alert Management

	Monitor Assets
	Waterway Management

	Monitor Locations
	Weather Modeling and Analysis


Exhibit 3: Geospatial Applications and Application Components

Geospatial Technical Architecture — the EGTDA
There are three primary technical components to the EGTDA project.  First, OGC-compatible Web services will be implemented to promote geospatial data sharing under the EGTDA program by leveraging the ESRI-based ArcIMS platform and OGC Web services.  Second, an architecture comprised of reusable geospatial Web services components and Web applications will be created to augment existing homeland security/public safety/incident response IT applications in Pennsylvania.  Third, the GATIR application will offer a COV into these map and Web services.  This application can also be customized for the various MSOP and USOP needs of Commonwealth workers. 
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Exhibit 4: PEIRS Geospatial Enhancements Conceptual Design

As illustrated in Exhibit 4, the main EGTDA consist of the following:
· ITEP Web Services – the technical services required to create and present application interfaces to end-users such as:
· Spatial Services
· Address Geocoding
· Homeland Security Work Group (HSWG) Incident Symbology  
· Routing
· Image Processing Clients

· Map View Metedata
· Thematic Incident Mapping.
Part of the technical solution the EGTDA will incorporate is the system PEMA operates as ‘PEIRS’ to coordinate emergency incidents and events, terrorist activities, and other emergency events that require a coordinated response across multiple levels of governments, or across multiple agencies, or that are required by statute to be reported to PEMA.  This application has been used for several years, but today contains rudimentary geospatial capabilities for initially placing an incident point, viewing historical incidents, and viewing all incidents on a statewide map.

PEMA’s PEIRS system is used by cities and Urban Area Security Initiative (UASI) areas, counties, Regional Counter-Terrorism Task Forces (RCTTF), PEMA, state agencies, adjacent states, and federal agencies.  By enhancing PEIRS with substantial geospatial capabilities, we will enable each of these entities to gain more information and usefulness from the PEIRS system.  In the future, PEIRS may be implemented in local solutions at counties and RCTTFs, creating a hierarchical or federated system for situational awareness and incident response.

DHS GEA and ESRI EA/best practices will be used to tune the performance and design of the enterprise data architecture and implement the remaining components of the GT state-of-the-market data server architecture.  

Since PEIRS is the primary point where all county Emergency Management Agencies (EMAs)/911 Public Safety Answering Points (PSAPs), RCTTFs, federal information dissemination, and state agency intelligence comes together, by defining a project to enable additional information to be integrated and visualized.  GATIR will significantly enhance Pennsylvania’s ability to plan, prevent, respond, and recover from future incidents and events.

Some of the capabilities the EGTDA will augment PEIRS with are:

· Ability to access the enterprise geospatial data repository, and reorganize and rebuild the PEMA ArcSDE database.

· Application of homeland security/emergency service symbology for incidents (FGDC HSWG standards).

· Web Mapping Templates (predefined mapping layers) defined by PEIRS incident type for situational awareness and incident response, highlighting proximity to critical infrastructure facilities and key assets.

· Search/Find Functionality – global attribute search, field search, mapping search, with candidate lists and mapping options.

· Spatial Searches – find closest N resources to a POI or incident location (resource allocations).

· Map View Metadata – storing of map information for an incident, such as map corners, layers, visibility, etc. so that a map can be shared amongst multiple parties during an incident to support collaboration.

· Statewide Incident Map – display interactive statewide map with all incidents.  Develop ability to interact with the map and develop simple reports from the active incidents.

· Map Printing – print hard copy maps from the current Web image.
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Exhibit 5: The PA GESA 
3.0 The Future of the EGTDA
Now that the technical infrastructure has been built, an array of possibilities exist for the Commonwealth to leverage the resources available through the EGTDA.  By reducing the redundancy of replicated systems and capitalizing on the value of shared resources, the Commonwealth can realize a number of benefits including:

· Increased operational efficiencies gained through pooled resources and centralized systems management.
· Economies of scale from volume licensing and hardware procurement. 
· Extending GT to those Commonwealth organizations who do not have the budget for autonomous systems. 
· Better ability to implement changes, and adapt to shifts in technology through increased commonality in architecture and communication.
· Allowing Commonwealth organizations to focus on data central to their mission, rather than the contextual/peripheral elements managed by the EGTDA.
3.1 Future and On-going Efforts 
There is a great deal of opportunity for the results of this effort to broaden into new applications and enhancement to other systems.  For instance, there are a number of homeland security and public safety projects that BGT is currently involved with, or plans to be in the near future.  For instance, the framework that the EGTDA and GATIR provides can be taken and molded into new applications with reduced costs.  A number of candidate agencies have been identified for portals which will use this framework to visualize all threats and emergency incidents across the Commonwealth.  Together these will have the potential to play a critical role in the development of the Commonwealth’s Homeland Security Data Fusion/Intelligence Center. 

The portals which have been identified as priorities and will receive funding are: a PEMA Homeland Security Viewer, the Department of Health Geospatial Portal, and an IRRIS-based geospatial portal for the Department of Transportation.  In addition, there are a number of other projects which will use the EGTDA and/or GEARS.  These are further described below.
6.1.1 PEMA Homeland Security Data Viewer Application

PEMA developed a geospatial Web application in 2003-2004 for Homeland Security called the Homeland Security Viewer (HLS Viewer), using ESRI ArcIMS and ArcSDE server GIS components.  The application was preliminarily tested in 2004 and demonstrated to PEMA watch officers, the Office of Homeland Security, and the BGT.  This tool provided access to Homeland Security Critical Infrastructure (CI) data and key assets, as well as providing an easy-to-use Web interface for finding locations or places of interest, providing access to PEMA geospatial assets, and performing some simple visualization, analysis, and reporting functions.
PEMA has decided that all of the data should be moved to the GATIR portal and that the funding allocated to support these capabilities should be used to continue to improve GATIR, which is in production and is directly and fully integrated with PEIRS.  
6.1.2 Health Geospatial Portal (IRRIS) 

The purpose of this project is to design and implement a Department of Health Geospatial Portal that will provide an advanced technology information sharing system and enable the Pennsylvania Department of Health and state and local emergency response agencies to benefit from the collection, integration, management, and dissemination of a wide range of event and emergency management information with associated geospatial visualization and analysis capabilities.  

Potential focus will be given to geospatial application development related to the Department of Health’s business needs for:

· National Electronic Disease Surveillance System (NEDSS) Visualization.
· Facilities Resource Emergency Database (FRED) Visualization. 

· Real-time Outbreak Disease Surveillance (RODS) Visualization. 

· Potassium Iodide (KI) Stockpile Locations, Distribution Points, and Distribution Routing. 

· Bioterrorism National Stockpile Locations/Inventory Database, Visualization and Reporting.
Objectives for the Health Geospatial Portal project include the following:

· Provide an integrated, secure, real-time network of information from one common interface, resulting in a system that is a “one-stop-shop” for public health-related emergency information needed for an incident or event.

· Integrate existing health and hospital databases such as NEDSS (disease surveillance), FRED (hospital capabilities and status), and RODS (pharmacy drug distribution) into a single, secure geospatial portal for visualization and analysis.

· Be scalable to handle small local issues as well as significant regional and statewide events.

· Support regional, public, and private cooperation to facilitate the best possible protection and response for health emergencies.

6.1.3 PennDOT Transportation Information Portal (PATIP) 

In conjunction with PennDOT, under their Geographic Information Division Implementation Contract, the Bureau of Planning and Research (BPR) is preparing a work plan and proof of concept for a Traffic Data Management System (TDMS), which will be one of the PATIP sub-elements.  The EGTDA architectural framework will be used for the PATIP application. 
When complete, TDMS will allow access for multiple users to gather available traffic data for transportation planning and similar needs.  The traffic data is collected from 79 continuous traffic monitoring stations managed by BPR.  Through the available interactive query, users will be able to generate reports and GIS maps depicting any of the traffic data items found in these integrated databases.  In addition, the application will provide the capability to access traffic data available from PennDOT’s engineering districts as well as other possible data sources.  Control of the traffic monitoring stations will be realized by using a third-party application through a custom XML Web services interface from the third-party software to the EGTDA framework. 

The prototype will focus on a small number of counters as a proof of concept.  The schedule for this initiative is to complete the work plan and prototype by the end of June 2006.  Integration of all traffic counters could be completed as early as December 2006.

6.1.4 Statewide Utilities Critical Infrastructure Development Project

Today, the Commonwealth is depending on commercial data sets for CI utility information from companies like Pennwell, because Pennsylvania has not authorized and funded the Public Utility Commission (PUC) to collect geospatial data from utility companies that operate within and transmit across the state.  This data set is only licensed to PEMA, and is not allowed to be posted on the intranet/Internet or shared with any other organizations, such as other first response agencies and Pennsylvania’s nine RCTTFs.

The electric grid and petroleum/natural gas transmission lines that cross the Commonwealth present significant targets to potential threat elements (PTEs) and terrorists.  Without creating more accurate and current major utilities network data with a plan to maintain it, Pennsylvania will remain at significant risk, and not have accurate and current data to help plan, monitor, respond, and recover in case of an accident or incident.  The transportation network for petroleum and natural gas transmission provides many targets.

This project will create base geospatial data for major electric transmission lines, power generating facilities, and major substations for the electrical utilities.  It will also generate base geospatial data for petroleum and natural gas transmission pipelines as well as compressor stations and underground storage facilities.  We will work with federal utilities organizations (Office of Pipeline Safety, etc.), PA PUC, and Pennsylvania One Call System, Inc. to determine geospatial data that is currently available prior to purchasing an enterprise license for existing data or contracting for the creation of new data.
All generated statewide geospatial data for electric and petroleum/natural gas will be added to PEMA and RCTTF geospatial databases, and will be stored as part of the BGT enterprise geospatial database in a secure Oracle schema to control access.

6.1.5 L&I PennSAFE (LI-PATTS) Application

BGT is working with Labor and Industry and their contractor, IDSi, to support hazardous materials storage and reporting by businesses in the Commonwealth and will host the entire PennSAFE application in our shared services geospatial architecture environment and support the mapping component of the IDSi application, which will be shared in a secure Internet application with PEMA and first responders.  This application is slated to go live by mid-2006
3.2 Concluding Remarks
The EGTDA and GEARS, in their role as a shared geospatial framework, are sure to find expansive application across the Commonwealth.  BGT continues to develop lightweight, reusable Extensible Mark-up Language (XML) Web service application components that can be for application development purposes.  Further, with partner agencies participating and sharing funding, the framework is certain to benefit from enhancements.  With the proper stewardship and maintenance, the value of this project will continue to be realized for years to come. 


















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































This document presents an overview of the Enterprise Geospatial Technology Data Architecture (EGTDA).  The EGTDA project is funded by a Department of Homeland Security (DHS) Information Technology Evaluation Program (ITEP) grant, and as such is designed to meet the DHS ITEP project guidelines.  EGTDA is primarily intended to facilitate Pennsylvania’s needs for additional geospatial capabilities for homeland security and public safety.   �


Questions about this document should be directed to the Bureau of Geospatial Technologies via email at StateGIS@state.pa.us
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